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MANAGING RISKS: CHALLENGES IN ADOPTION OF AGILE
SOFTWARE DEVELOPMENT APPROACH

CHAPTER -1
INTRODUCTION

1.1 Introduction
The usage of software has grown rapidly. It is playing a major role in
all parts of life as it is being used in vat amount of products like
cars, mobile phones, televisions, etc. In today’s world, software
development is a complex task because of frequently changing
customer needs. In order to stay competitive, companies, should react
according to changing requirements in a rapid and flexible manner.

Due to this development, agile methods came into practice.

The roots of agile software development were formed in mid-1990s
(e.g. Extreme programming, 1996). But, agile software development
received much attention after the release of the agile manifesto in 2001.
Agile methods are a set of light-weighted methods such as Extreme
Programming (XP, Scrum, Crystal Clear, Adaptive Software
Development (ASD), Feature Driven Development (FDD) and
Dynamic  Systems Development Method (DSDM). All agile methods
are driven by wvalues such as (1) “Individuals and interactions over
processes and tools”, (2) “Working software over comprehensive
documentation”. 3) “Customer collaboration over contract

negotiation”, and (4) “Responding to change over following a plan.”
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Due to agile driven values and principles, agile methods got
popularity and most of the organizations are migrating to agile
software  development from plan-driven development. A  number of
studies have now been published describing the broad benefits that

flow from adoption.

Unfortunately, as outlined in (Taylor 2007) “ A cursory glance at
some of the agile literature, or hearing a short talk on the subject,
can give the mistaken belief that an agile development approach will
be straight forward to adopt and will result in instant success.” The
adoption of agile methods, however, does come with risks. These
risks must be carefully identified and managed within any potential
agile- adopter, especially a small adopting organization that is less
able to absorb the impact of any significant level of failed system

development experimentation.

Risk management has become recognized as a best practice in the
software industry  (Wiegers, 1998). Controlling risks, improves
essential ~ software  development features such as  product quality,
precision planning and cost efficiency (Englund, 1997) (Ropponen
and  Lyytinen, 2000). For this reason, the inclusion of risk
management in  software development is an important factor to

consider if one wishes to achieve project success (Kontio, 1999).

Much research has been conducted in the software risk management
field in the past decades. However, relatively little research has been
performed to integrate risk  management with  development. The
spiral model, based on a risk- driven and cyclic approach, is one
suggestion  for making software development more effective using
risk management. However, despite the fact that it was already

pioneered in 1988 (Boehm, 1988), it has been only partially realized.

MANAGING RISKS: CHALLENGES IN ADOPTION OF AGILE SOFTWARE DEVELOPMENT APPROACH
DR. SHABNAM ARORA - Ph. D in Computer Science


http://www.ijamsr.com/
https://doi.org/10.31426/ijamsr

e

—

fiausk  International Journal of Advanced Multidisciplinary Scientific Research
(IJAMSR) ISSN: 2581-4281
WWW.ijamsr.com CrossRef: https://doi.org/10.31426/ijamsr

Its cyclic character has been adapted by many current development
approaches, such as iterative and agile development. It's risk-driven
approach, on the other hand, has not been as influential. Still,
development and risk management processes live somewhat isolated lives (Bohner
and Coram, 2005) (Sliger, 2006).

Agile models claim to be risk-driven (Beck, 2004) (EPF, 2007)
(Scrum, 2003). They state that their iterative approach enables
continuous  attention to risks and that risk can be reduced by
practices such as continuous software integration and early testing
(Beck, 2004). In reality, however the agile development models
implement few risk management practices (Armenta and  Gaono,
2008) (Bohner and Coram, 2005) (Sliger, 2006). Hence, there is
clearly a gap well worth investigating bearing in mind the fact that
risk ~ management is  considered  best practice in  contemporary

Software engineering.

1.2 Research Problem

Despite the fact that risk management is of crucial importance for
software project success, very few models have been found that
explicitly relate risk management with agile development processes.
One reason is the fact that extending the agile model with additional
development  practice concerns a highly controversial problem in
itself. It is often argued that one of the most difficult impediments to
extend the agile model concerns the conflict that emerges from
trying to merge the agile process with any existing standards (Boehm
and Turner, 2005). The question that arises is: “How can one merge
agile, lightweight processes with standard industrial processes

without killing agility?”
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Although controversial, the demand for such solutions in the industry
can no longer be neglected. This is also evident in recent publications
addressing  enterprise  agility  (Leffingwell, 2007)  (Schwaber, 2007).
Many large organizations show a genuine interest in wusing the agile
model, but due the experienced scalability problems they are hesitant.
Essentially, they are challenged by the lack of guidelines for building
up the agile process according their needs, where one missing
building block is risk management.

Solutions  for introducing risk  management in  agile  development
have been proposed, for instance by Li at al. (2006) and Sliger
(2006). Unfortunately, they are limited. For instance, there implement
only a subset of risk management practices or focus only on risk
management in  selective phases of the overall development model.
Risk management, however, is a  continuous organization-wide
process (SEI, 2008) (Williams et al, 1999). Hence, it needs to be

addressed on an organization-wide level.

Considering the state of art, the research problem addressed in
this thesis is multi-faceted. The problem not only concerns the lack
of explicit risk management practices in agile development, but also
the extent to which risk is managed continuously on an organization-
wide bases. It also concerns the conflict that emerges from trying to
merge the agile process with existing standard industrial processes

without compromising agility.
1.3 Motivation for Research
The idea of being proactive to change is becoming increasingly

important across all industries due to an increase in project failures.

There are infinite examples across the literature of project failures
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and media reports of “major engineering and development projects
running late or exceeding their budget” (Coppendale 1995). Risk
management has been described as the “activity of identifying and
controlling undesired project outcomes proactively” (Smith and Merritt2002). One of
the main reasons highlighted for the increasing
failure 1in software projects is that “managers are not taking prudent
measures to assess and manage the risks involved” in their projects

(Keil, Cule et al. 1998).

According to Smith and Merritt (2002), a lack of proactiveness with
regard to risk management is one of the main reasons for project
delays, increased  project running costs and/or  eventual project
failures, While there is extensive literature on risk management,
research in relation to risk management in agile SD projects is non-
existent. This is surprising considering how quickly agile methods

are being adopted in SD.

Many books on agile methods ‘“have remarkably little to say about
how a development team determines the risks it faces, prioritize
them or takes action to negate their effects” (Smith and Pichler
2005).  Essentially, agile methods must “tailor conventional risk
management approaches meant for years- long projects into a risk
driven agile iteration lasting only seven to thirty days” (Smith and
Pichler ~ 2005). How aile projects go about doing this remains

unknown.

The primary objective of this research is thus to develop a better
understanding of risk management practices in agile SD projects and
the level of formality with which these practices are executed. Specifically,
this research focuses on three main elements of risk

management, namely risk identification, estimation and evaluation.
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1.4 Research Objectives
Risk management is a key project success factor. Agile development
models do not encompass risk management as required by many
development organizations. Hence the main objectives of this thesis

are as follows:

e To identify existing agile practices adopted for  software
development.

e To outline a model integrating the risk management and agile
models on an organization-wide basis. The model is expected
to:

e Provide software organizations practical guidance on how to
integrate the risk management and agile development models.

e Provide a reference model for software organizations to
examine their risk ~management practice and see how they
compare to the reference model.

e Provide guidance for reasoning about agility with respect to

risk management.

1.5 Theoretical Framework

There are mainly three development paradigms related to software
development, namely plan-driven software development, agile
software development and lean software development. This section

provides a brief description about these three paradigms.

Plan- driven methods are heavy weighted methods. These are mainly
focused on heavy documentation and the sequential execution of
development  activities. The best known plan-driven  methods are

Waterfall model and Rational unified process. These methods are
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suitable  for stable requirements. The present market is becoming
more dynamic, so companies need to react with frequently changing
requirements or customer needs. React to change quickly is difficult
with plan driven software development. For example, the long lead-
time to plan-driven projects lead to a high amount of requirements
being discarded as the requirements become disused due to changes in customer
needs. This is due to lack of end-user involvement, poor
requirements, unrealistic schedules, lack of change management, late
testing, inflexible and Dbloated processes. Managers and programmers
have faced a lot of challenges during with the traditional way of

software development.

In order to overcome all issues related to plan- driven approaches
agile methodologies emerged as a strong solution in the late 1990s
and early 2000s. Agile software development is different from plan-
driven  software  development in many ways. In plan- driven
development, the development process carried out by sequential phases i.e., the
complete requirements specification is created in
requirements  specification phase followed by design, coding and
testing. While coming to agile software development, it focuses on
high-level plan for the overall development process with detailed plans

only for the current iteration and all phases are conducted in the iteration.

Agile development contains several recurring themes like: simplicity,
short iterations, close collaboration with customers and within the
development  team,  frequent  deliveries, refactoring, tight  teaming,
open  communication,  Proactive plan  management and  Continuous
testing. Well known agile methodologies are extreme Programing
(XP, Scrum, Crystal Clear, Adaptive Software Development (ASD),
Feature Driven Development (FDD) and Dynamic Systems

Development Method (DSDM). Each of these processes contains
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several  recurring themes called agile practices. The  systematic
review performed by Dyba and Dingsyr shows that agile software
development  has  received much  attention  from  the  research

community.

While agile software development became more and more popular,
lean software development has received wide interest in practice with
the publication of Poppendieck and Poppendieck. Lean is basically
manufacturing and product development approach. It is a Toyota.
Production  System approach, lean manufacturing led to enormous
performance improvement in manufacturing cars context at Toyota.
Lean is a continuous process through systematic analysis that focuses on waste
identification; waste is everything that does not lead
to customer value. Poppendiecks were inspired by lean development
and translated the lean  principles and  practices to  software
development. The research work of Mary and Tom Poppendieck are

the main sources to learn about lean software development.

The software development paradigms agile and lean seem similar in
their goals that are focused on the customers and respond to their
needs in rapid manner. The recent work of Kai Petersen proved that
Lean is agile because it includes all the principle of agile, but agile is

not lean because it does not emphasize the E2E focus on its principles.

This thesis only focuses on the agile software development and its
practices, due to scope and time constraints. However, given that
agile is inspired by the ideas of lean product development, both agile

and lean development share similarities.
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1.5.1 Agile Methodology

To respond to the software crisis by the “heavy-weight,” process-
focused waterfall approach, some software professional summarized
their best practices and  proposed  “lightweight”  change-tolerant
software development methods such as extreme Programming (XP),
scrum, FDD (Feature Driven Development), ASD (Adaptive
Software Development). These methods share many similarities and
their founders agreed to Ilabel them as agile software development
methodology. Some  agile method  founders an  agile  alliance
and published the manifesto of agile software development. The
manifesto contains a set of agile values and guiding principles that

describe and characterize agile methodology.

Agile Values (Agile Manifesto, 2001)
Individuals and interactions over processes and tools
Working software over comprehensive documentation
Customer collaboration over contract negotiation

Responding to change over following a plan

Agile Principles (Agile Manifesto, 2001) \
Achieve customer satisfaction by rapid delivery of valuable software
Welcome changing requirements, even late in development
Deliver working software frequently
Working software is the principal measure of progress
Sustainable development
Close collaboration between business people and developers
Face-to-face conversation (co-location)
Projects are built around motivated individuals
Continuous attention to technical excellence

Simplicity
Self-organizing teams )
i to changing circumstances

Agile Practices (Beck, 2002; Schwaber, 2004)

XP practices: Pair Programming, Planning Game, Test Driven Development (TDD), Whole Team,
Continuous Integration, Refactoring, Small Releases, Coding Standards, Collective Code Ownership,
Simple Design, System Metaphor, Sustainable Pace :

Scrum practices: Product Owner, Scrum Master, Scrum Team, Product Backlog, Sprint Planning
Meeting, Sprint Backlog, Sprint, Daily Standup Meeting, Sprint Review, Sprint Retrospective

Practices suggested by other agile methods such as FDD and ASD.
= Seanned with e 5

FIG.1.1: AGILE VALUES, PRINCIPLES, AND PRACTICES
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Agile Values:

Agile reveal the philosophy behind the agile
software development approach. Instead of viewing software

development as an engineering  process where  optimization and
control are required, agile methodologists see software development
as a process of learning and innovation where responsiveness and Flexibility is a must
in order to cope with uncertainty and changes
(Highsmith  and  Cockburn,  2001; Nerur and VenuGopal, 2007).

The wvalues of agile methodology are expressed as follows in the
Agile Manifesto:

i We are uncovering betier ways of developing software
' by doing it and helping others do it.
Through this work we have come to value:

I Individuals and interactions over processes and tools
Working software over comprehensive documentation i
Customer collaboration over  contract negotiation ‘
i Responding to change over  following a plan

Thatr is, while there is value in the items on the right,
: . 53 ’
we value the items on the left more™ .

It does not mean that there is no documentation done on agile projects, but it does
mean that if a customer were to choose between
documentation and another feature in the software the customer
would  most  likely chose the  feature, and as such, agile

methodologies say that features should be valued as more important

than the documentation.
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The values may give rise to questions such as what does it mean and
it can mean everything from how | is interpreted. Martin Fowler and
Jim  Highsmith  (co-authors of the Agile Manifesto) commented on
the values in an article in 2001. They pointed out that it was as much
as 17 experienced and recognizes software development “gurus” that
agreed with the statement in the first place which may be the first aspect that should
be noted with it. The word uncovering was selected to
indicate that the members of the Agile Alliance do not have all the
answers, nor do they subscribe to the silver-bullet theory. By doing it
indicates that the members practice these methods themselves in their
own work and by helping others do it show that the idea is to further
the own knowledge through the helping of others.

Ken Schwaber (a proponent of SCRUM) told of his days of selling
tools to automate comprehensive “heavy”  methodologies. Impressed
by the responsiveness of Ken’s company, Jeff Sutherland (Scrum)
asked him which of these heavy methodologies he wused internally for

development.

“I still remember the look on Jeff’s face,” Ken remarked, “when I told

him, ‘None—if we used any of them, we’d be out of business!”.

Each bullet point states a preference in the first segment and is
followed by something that is of lesser importance. The distinction
between them is where the heart is agility lies. The latter segment is

however not without importance.

“Yes, we value planning, comprehensive documentation, processes
and tools. That is easy to say. The hard thing is to ask ‘what do you
value more?!”  Roy Singham at Thought Works, about that it is the

edge cases, the hard choices, which interest him.
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It is recognized by the Alliance that processes and tools are
important, but it is also recognized that the interaction between
skilled individuals in a project is of even greater importance.
Comprehensive documentation may be important in some projects, but it can never be
more important that the final product and
delivering ~ working  software.  Every  team  should decide their

specific project.

Internal project charters or external legal contracts are not believed to
be the best way to create an understanding of each other and to
understand and deliver what the customer wants. Only through on-
going collaboration can any real understanding be created and
therefore is contract negotiation said to be insufficient for the

purpose.

Even successful projects very rarely deliver what was planned in the
beginning. Instead, they may be considered to be successful because
they were agile enough to respond to the changing requirements
throughout  the process. A fixed plan may  even become
counterproductive for a project if it is not allowed to change to

respond to external changes.

The values have since been altered numerous times and interpreted
differently by various practitioners to suit needs of individual
projects which is something agile methodologies encourage since an
understanding that no two projects are exactly the same is essential.
The fundamental ideas, however remain the same as those in the
Agile Manifesto as the work continues to evolve in the software

development community.
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Agile Principles:

The agile principles are more specific rules that
reflect and support the agile values and govern the software
development activities and practices. These rules are specific enough
to  provide guidance and general enough to  give  software
professionals leeway to choose and tailor software practices to fit
their needs.

Principles of Agile Methodology According to the Agile Manifesto:

e Our highest priority is to satisfy the customer through early
and continuous delivery of valuable software.

e Welcome changing requirements, even late in  development.
Agile processes harness change for the customer’s competitive
advantage.

e Deliver working software frequently, from a couple of weeks
to a couple of months, with a preference to the shorter
timescale.

e Business people and developers must work together daily
throughout the project

e Build projects around motivated individuals. Give them the
environment and support they need, and trust them to get the
job done.

e The most efficient and  effective  method of conveying
information to and within a development team is face-to— face
conversation.

e Working software is the primary measure of progress. Agile
processes promote sustainable development.

e The sponsors, developers, and wusers should be able to maintain

a constant pace indefinitely.
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e Continuous attention to technical excellence and good design
enhances agility.

e Simplicity—the art of maximizing the amount of work not
done—is essential.

e The Dbest architectures, requirements, and designs emerge from
self-organizing teams.

e At regular intervals, the team reflects on how to become more

effective, then tunes and adjusts its behavior accordingly

Agile Practices:

The manifesto doesn’t specify a set of agile
practices because doing so will be against the core values of agile
philosophy.  Agile  methods such as extreme Programming (XP),
Scrum, Lean, and Feature Driven Development (FDD) generally specify a set of agile
practices that have a certain synergy. There has
been a debate over whether agile methods can be tailored. Some
methodologies insist that their methods have to be used as a coherent
whole in order to achieve agility (Beck and Andres, 2004; Schwaber
and Beedle, 2002), while others suggest that agile methods can be
tailored or combined to address development needs  (Fitzgerald,
Hartnett and Conboy, 2006; McBreen, 2003).

A common practice is to combine XP and Scrum because XP
practices such as pair programming and test-driven  development
specifies the development processes well, while Scrum activities such
as sprint and daily standup  meetings  contribute to  project
management.  Systems  development methodologies (SDM) are rarely
used in totality without alteration; instead, software practitioners

have tailored software development methodologies in a variety of
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ways to fit the special needs or different organizations and different projects
(Fitzgerald, 1996, 1998 and 2000; Fitzgerald, Russo and
O’Kane, 2003; Russo and Wynekoop, 1995). Method tailoring has

been a common practice.

Fitzgerald (2000) reported that practitioners did not adopt formalized
methodologies in their prescribped form and only 6% of surveyed
organizations followed a methodology rigorously; practitioners
customized system development methodology in a pragmatic way
and methodology-in-action was uniquely enacted foe each development project.
Similarly, Russo (1995) found that 85% of the
surveyed organizations adapted the system development
methodology on a project by project basis; software professionals
view methodology as a general framework of phases pr activities and
the decisions regarding what development activities to perform s

typically made at the project-team level.

Agile methods are no expectations with regard to method tailoring and customization.
Even though some argue that agile methods have to
be wused in entirety to achieve promised benefits, the more popular
belief is that agile methods can be applied a la carte or uniquely
combined to address the needs of the development context
(Fitzgerald, Hartnett and Conboy, 2006).

Boehm and Turner (2003 and 2004) suggested that developers should
use risk assessment to find the: sweet spot” for balancing agile and
plan-driven methods; an example of this type of method tailoring is
the combination of the ISO 9000 with the XP. Another way of
method tailoring is to select and combine agile practices suggested
by the different agile methods. An example is the selection and

combination of XP and scrum practices to improve both the
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development processes and to strengthen the project management at
Intel Shannon, in Ireland (Fitzgerald, Hartnett and Conboy, 2006).

1.5.2 Criticisms and Risks with Agile Methods

Even the fiercest proponents of agile methodologies say that ‘“using
agile 1is not for everyone” and that it is no silver-bullet theory.
Various  types of  criticism  from  different  directions, targeting
different aspects of the agile approach have emerged as the approach
has been renowned and more and more widely used, The proponents
of agile say that in many «cases it is most often a lack of
understanding agile that is creating the problems and that anyone
contemplating to try an agile approach must understand that it is no
quick fix that is appropriate in any type of situation.

Gain The Support Of Upper Management

It is of wutmost importance before embarking on any agile project
methods to have the understanding and support of high level
management. ~ Without  the  support of  higher  management the
likelihood of succeeding with a project is dramatically decreased.
However, the agile approach represents a  fundamental culture
change for high level, and executive, management with, for example, one or more of
the following; less documentation, possibly no set
release dates and no set features for every release as well as no
predictive, detailed, planning - since this goes against the agile way
of thinking- and that in turn goes against most management
approaches, which makes it complicated. Without the understanding
and support of high level management it is not likely to succeed

with any agile project.
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The Standish  Group, which produced the CHAOS Report, outlines
the top criteria for successful projects and executive support is stated
as the most important criteria to have. The large companies ABB,
Daimler Chrysler, Motorola and Nokia through collaboration
compared their experiences with agile pilot projects and this aspect
of trust and support from upper management’s one issue that was
highlighted.  Although all the companies knew of reports of many
agile success stories they needed to know whether agile practices
actually would work for them and whether a large company with
established standard processes could at all adopt agile methods to
develop large, complex, safety- critical systems that would be
maintained for decades.

The studies did show similar success rates from all four companies;
that agile practices could help to bring agility to large companies
with traditional development processes, there were reports that final
products  exhibited higher quality than it had previously, that
flexibility improved in responding to changing requirements quicker,
implementation was finished quicker alongside other positive
aspects. However, it was pointed out that it had to be done by
assessing the situation and chosen projects well beforehand and well
understand the different work practices and the changes they would

bring.

Surveys with the results among some of the developers showed that
+80 percent of the respondents/team members thought the team
morale had increased, that they felt more confident with the work
from the XP-influenced pair programming (than had they done the
same work alone), that the learning curve for new engineers were
dramatically shortened, there was a general higher confidence in the

quality of the design and the code. AIl those pilot projects were said
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to have succeeded in improving one or more of the following;

customer satisfaction, quality, productivity, and cost.

However, important observations were made that in several cases did
agile methods indeed clash with the traditional established methods
and values, which in some cases resulted in double work being done
(for example double documentation to fulfil different level of
management requests, double quality management tests), the pilot projects
also reported clashes with the traditional Change Control Board
(CCB) who had decided to make a decision on a change request and
by the time the decision had been made by the CCB the design of the
product had already changed to the extent that more extensive
changes had to be made in order to accommodate the change decided
upon by the CCB (thus simultaneously decreasing the agility for the
project), and conclusions from this were that more work had to be put
into “integrating the agile approach into the existing ones” since the
integration issue seemed to be more a cause for problems rather than

the agile influenced approach itself.

The importance of trying out an agile approach on the right type of
project is essential in order to gain success and also understanding
of higher management. If not suitable project is chosen for a
pilot project, it may not be a good idea to try a new agile approach at
all according to Martin Fowler. He suggests a smaller project, preferably of not a too
high critical factor, but still slightly more
critical “than what is comfortable” or no one will care whether the
project succeeds or not, which also eliminates the incentive to try and

change existing processes for new agile methods.
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Communication Issues in The Team

XP and Scrum do not specifically emphasis the often difficult task
of facing the on-site customer, prioritizing the requirements and
features not the gathering of requirements, other methods may be

needed to assist and complement those aspects of possible problems.
Communication between Teams

One aspect of an agile approach the pilot projects at ABB, Daimler
Chrylser, Motorola and Nokia discussed above was that larger
companies per definition often have larger projects with more project
members often based on various different physical locations. This
was concluded as one problem that remained to be solved when
working with agile project practices that emphasize real time, direct,
face-to-face communication in preferably small teams. The way to
solve this was partly by minimizing the need for inter team
communication as much as possible and partly by organizing small
workshops  with  representatives  from all  smaller teams at the
beginning of the project, and later at regular intervals, to bring
everyone up to speed with the iterative progress everyone (every

small team) was at.

This is also an approach Jim Highsmith suggests for large projects
separated into smaller teams and/or situated in  multiple physical
locations which often can be the case for large or global companies.
However Highsmith writes that this should be an exception rather
than the rule as face-to-face communication and working physically
together in the same area cannot be replaced with, however many,
workshops. As concluded in the pilot projects at ABB, Daimler
Chrysler, Motorola and Nokia is this a problem, of inter team

communication that remains to be solved, although there are agile
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projects that are reportedly effective in large projects of +100 team
members  over  several  continents (one  example  mentioned IS
ThoughtWorks).

No Detailed Planning

The  workshop’s  (mentioned above) agendas should not be set
beforehand in a predictive way, but should only be addressing the
iteration at hand and plan for the next iteration to follow, in order to
support an agile approach for every team. Again, this poses a
cultural change to most management theories -- to not have a set plan
for every stage ahead in a project; it directly goes against the idea of the traditional
approach with detailed plans for every gate he project
reaches. This can cause hesitation among various management levels

to use an agile approach.
Staff Turnover

In large companies with large projects that may run over a period of
several years the staff turnover is inevitably a serious problem for
agile projects. Agile methods rely on the involved individuals to form
a project team with its collective knowledge and that the most
effective way to spread information from one individual to another
individual is to have those individuals based physically together, and
the aim is to minimize ineffective work by drastically cutting back on
the amount of unnecessary documentation that no one ever reads in
order to vrather spend that time more effectively improving the

product.

Thus can the agile approach be counterproductive for itself in a large
project in this sense, but there are ways to lessen the effects of the

loss of an important project member although it can of course not be
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minimised completely. One way is to use team rotation which also
generally  increases  knowledge and  understanding  throughout  the
team for all the wvarious work assignments in the team, this also
increases  individual ~ development and  skills among the  team
members which makes it easier for someone to take over somebody

else’s job duties should it be necessary.

Another way 1is to make sure the produced code is kept ‘clean’ and
easy to comprehend and maintain which would make it easier for any
new member in the team to quicker come up to speed with previous
progress. However these approaches would not have an affect should
there be a loss of customer or a customer representative that has been
a team member. One approach can instead be to tailor the approach
to the individual project (which agile encourages) and when needed
keep some of the traditional practices of detailed documentation,
though keeping in mind that it should be kept to a minimum if the

agility of the processes are not to be too effected.
Hostile Towards Problem Solvers

Skowronski, V. (2004)  speaks of how agile  methods can
“marginalize problem solvers” and that agile methods may be hostile
towards the best programmers by encouraging continuous team-
work, saying that such working practices does not allow for
individual  thinking process — which requires time to consciously
and subconsciously work and think about a problem. Skowronski
does the comparison with great thinkers of our time (lsaac Newton
and more) that much of their best work came out of working and thinking in solitude
and also pointing out that difficult problems may
not be possible to solve through brainstorming sessions in groups but

may need experience and knowledge from outside the appointed
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project group. The agile proponents on the other hand argues that
people  working together under conditions of good and effective
communication and interaction can operate at higher levels and be
more effective than they had had they only been wusing their talents
individually, and that this is proven over and over in Dbrainstorming

and problem-solving sessions.
Risks with Direct Feedback

Skowronski  (2004) also speak of the risk with direct feedback -
something  agile methods  encourage  between  projects  members,
developers and customers; that it needs to be carefully controlled,
and even when it is controlled it may still pose a risk for Kkilling new

ideas prematurely if not supported correctly.
Developers “Should Not Be ‘People-People’”

Skowronski  comments on the  ‘people-centred”  aspects of agile
methods  saying that software engineering people primarly solve
technical problems and not problems related to people, and because
of that focus on the technical aspects is much more efficient. Also
saying that too much interaction with other people may hamper or
interfere with these people’s (the developers) focus on ‘things’ and technicalities, thus
arguing against the fundamental values of agile.
The agile values states that software development is far from a solely
technical activity, and also does Cockburn and Highsmith conclude
that agile individuals have a difficult time to function well in a rigid
organization ~ with  traditional  methodologies, and vice wversa. The
agile approach tends to grow and span teams, organisations and other

form of working relationships as well.
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Costumer Involvement

Agile principles and values dictate bringing the customer out of the
traditional customer role where he/she/they are only present at the
beginning of a project to set up the requirements, and later when
acceptance testing and release are planned. The agile approach says
that it is not possible to wunderstand each other fully from the
beginning, even more so  when  systems  become increasingly
complex, and the traditional methodology of meeting up, producing a
product, deliver product, and then after that go back to implement
change requests; is time-consuming and inefficient. In addition, the
requirements are changing as the environment for a company/system

is constantly changing and thus requirements will be applied.

The fundamental idea behind is to use work practices that
welcome change and deals with it effectively and flexibly, and this, it
is argued, requires a customer to be present and preferably involved
in the work as a team member throughout the project. Additionally, it
should not be just any customer representative but a customer present
who is; committed, knowledge able, collaborative, representative,
empowered, and know and understand what is required for the end
user. If the customer has no power to make decisions on features in
the product development it may still cause delays and hamper agility
for the project. However, that type of customer may not be available
or even willing to take the ‘agile’ role of involvement in a software
Project; hence the agile approach may not be appropriate or desirable

for the project at hand.
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“If customers do not collaborate, then you will not see the full
advantages of an adaptive process. Having said that we have found
on several occasions that we have worked with customers who did
not want to collaborate, but changed their mind over the first few
months as they begun to understand the agile approach”. Martin

Fowler
1.5.4 Risk Management

Risk in itself is not bad; risk is essential to progress, and failure is
often a key part of learning. But we must learn to balance the
possible negative consequences of risk against the potential benefits
of its associated opportunity. (Van Scoy, 1992)

A risk is a potential future harm that may arise from some present
action (Wikipedia, 2004), such as, a schedule slip or a cost overrun.
The loss is often considered in terms of credibility, future business, and loss of

property or life.

Risk management is a series of steps whose objectives are to identify,
address, and eliminate software risk items before they become either threats to
successful software operation or a major source of
expensive rework. (Boehm, 1989) The software industry is fraught
with failed and delayed projects, most of which far exceed their
original budget. The Standish Group reported that only 28 percent of
software projects are completed on time and on budget. Over 23
percent of software projects are cancelled before they ever get
completed, and 49 percent of projects cost 145 percent of their

original estimates. (Standish, 1995)
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In hindsight, many of these companies indicated and their problems
could have been avoided or strongly reduced if there had been an
explicit early warning of the high-risk elements of the project. Many
projects fail either because simple problems were reported too late or
because the wrong problem was addressed. (Bruegge and Dutoit,
2000) Problems happen. Teams can choose to be reactive or
proactive about these problems.

Reactive teams fly into action to correct the problem rapidly in a
crisis-driven,  firefighting ~mode.  Without proper planning, problems
often occur late in the schedule. At this point, resolving any serious
problems can require extensive modification, leading to big delays.

Proactive teams begin thinking about risks even before technical
work is initiated. Their objective is to be able to avoid risk whenever
possible, to solve problems before they manifest themselves and to
respond to problems that do happen in a controlled and effective

manner.
The Risk Management Practice

The risk management process can be broken down into two
interrelated phases, risk assessment and risk control, as outlined in
Figure 1.2. These phases are further broken down. Risk assessment

involves risk identification, risk analysis, and risk prioritization.

Risk  control  involves risk  planning, risk  mitigation, and  risk

monitoring. (Boehm, 1989)
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It is essential that risk management be done iteratively, throughout

the project, as a part of the team’s project management routine.

S >@\e\\
J
Commumicaie

<£la11 (Top) J

FIG. 1.2: THE RISK MANAGEMENT CYCLE

itigate (Top)

1. Risk Identification

In the risk identification step, the team systematically enumerates as
many project risks as possible to make them explicit before they Become problems.
There are several ways to look at the kinds of
software project risks, as shown in Table 1.1. It is helpful to
understand the different types of risks so that a team can explore the

possibilities of each of them. Each of these types risk is described below.
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TABLE 1.1: GENERAL CATEGORIES OF RISK

Generic Risks Product-Specific Risks
Project Risks Product Risks Business Risks
Factors to consider:

People, size, process, technology, tools, organizational, managerial,
customer, estimation, sales, support

Generic risks are potential threats to every software project. Some
examples of generic risks are changing requirements, losing key
personnel, or bankruptcy of the software company or of the
customer. It is advisable for a development organization to keep a
checklist of these types of risks. Teams can then assess the extent to
which these risks are a factor for their project based upon the known

set of programmers, managers, customers, and policies.

Product-  specific risks can be distinguished from generic  risks
because they can only be identified by those with a clear
understanding of the technology, the people, and the environment of
the specific product. An example of a product-specific risk is the

availability of a complex network necessary for testing.

Generic and product-specific risks can be further divided into project,
product, and business risks. Project risks are those that affect the
project schedule or the resources (personnel or budgets) dedicated to
the project. Product risks are those that affect the quality or
performance of the software being developed. Finally, business risks

are those that threaten the viability of the software, such as building
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an excellent product no one wants or building a product that no

longer fits into the overall business strategy of the company

There are some specific factors to consider when examining project,
product, and business risks. Some examples of these factors are listed
here, although this list meant to stimulate your thinking rather than

to be an all-inclusive list.

e People risks are associated with the availability, skill level, and
retention of the people on the development team.

e Size risks are associated with the magnitude of the product and the
product team. Larger products are generally more complex with more
interactions. Larger teams are harder to coordinate.

e Process risks are related to whether the team uses a defined,
appropriate software development process and to whether the team
members actually follow the process.

e Technology risks are derived from the software or hardware
technologies that are being used as part of the system being
developed. Using new or emerging or complex technology increases
the overall risk.

e Tools risks, similar to technology risks, relate to the use,
availability, and reliability of support software used by the
development team, such as development environments and other
Computer-Aided Software Engineering (CASE) tools.

e  Organizational and managerial risks are derived from the
environment where the software is being developed. Some examples
are the financial stability of the company and threats of company
reorganization and the potential of the resultant loss of support by

management due to a change in focus or a change in people.
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e Customer risks are derived from changes to the customer
requirements, customer’ lack of understanding of the impact of
these changes, the process of managing these requirements changes,
and the ability of the customer to communicate effectively with the
team and to accurately convey the attributes of the desired product.

e Estimation risks are derived from inaccuracies in estimating the
resources and the time required to build the product properly.

e Sales and support risks involve the chances that the team builds a
product that the sales force does not understand how to sell or that is
difficult to correct, adapt, or enhance.

Spontaneous and sporadic risk identification is usually not sufficient
There are various risk elicitation techniques the team can use to

systematically and proactively surface risks:

e Meeting. The team, including the development team and the
marketing and customer representatives if possible, gathers together.
The group brainstorms; each participant spontaneously contributes as
many risks as they can possibly think of.

e Checklists/ Taxonomy. The risk elicitors are aided in their risk
identification by the use of checklists and/or taxonomies (in other
words, a defined, orderly classification of potential risks) that focuses

on some subset of known and predictable risks.

Checklists and taxonomies based upon past projects are especially
beneficial.  These  artifacts should be used to interview project

participants, such as the client, the developers, and the manager.
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e Comparison with the projects. The risk elicitors examine the risk
management artifacts of previous projects. They consider whether
these same risks are present in the new project.

e Decomposition.  Large, unwieldy, unmanageable risks that are
identified are further broken down into small risks that are more
likely to be managed. Additionally, by decomposing the development
process into small pieces, you may be able to identify other potential
problems.

Project  participants can  be reluctant to  communicate  potential
failures or shortcomings and can be too optimistic about the future. It
is essential that all participants are encouraged to report risks so they
can be monitored and managed. Participants should be rewarded for

identifying risks and problems as early as possible.

It is recommended that risks should be stated wusing the condition-

transition-consequence (CTC) format (Gluch, 1994):

Given that <condition> then there is a concern that (possibly)

<transition> <consequence>.

e Condition is a description of the current conditions prompting
concern.

e Transition is the part that involves change (time).

e Consequence is a description of the potential outcome.

e For example, given that no one in our team has ever developed a
product in Prolog, then there is a concern that (possibly) the project

will take two months longer than has been estimated.
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Il. Analyze

After risks have been identified and enumerated, the next step is risk
analysis. Through risk analysis, we transform the risks that were
identified into  decision-making information. In turn, each risk s
considered and a judgment made about the probability and the

seriousness of the risk. For each risk, the team must do the following:

Assess the probability of loss occurring. Some risks are very
likely to occur. Others are very unlikely. Establish and utilize a scale
that reflects the perceived likelihood of a risk. Depending upon the
degree of detail desired and/or possible, the scale can be numeric,
based on percentage scale, such as “lI0 percent likely to lose a key
team member” or based on categories, such as: very improbable,
improbable, probable, or frequent. In the <case that a categorical
assignment is used, the team should establish a set numerical
probability for each qualitative value (e.g. very improbable= 10

percent, improbable= 25 percent).

e Assess the impact of the loss if the loss were to occur, Delineate the
consequences of the risk, and estimate the impact of the risk on the
project and the product. Similar to the probability discussion above,
the team can choose to assign numerical monetary values to the

magnitude of loss, such as $10,000 for a two-week delay in schedule.

Alternately, categories may be wused and assigned values, such as

1=negligible, 2-marginal, 3=critical, or 4=catastrophic.
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Determining the probability and the magnitude of the risk can be
difficult and can seem to be arbitrarily chosen. One means of
determining the risk probability is for each team member to estimate
each of these wvalues individually. Then, the input of individual team
members is collected in a round robin fashion and reported to the
group. Sometimes the collection and reporting is done anonymously.
Team members debate the logic behind the submitted estimates. The

Individuals  then  re-estimate and iterate on the estimate  until
assessment of risk probability and impact begins to coverage. This
means of converging on the probability and estimate is called the
Delphi Technique (Gupta and Clarke, 1996). The Delphi Technique
iS a group consensus method that is often used when the factors

under consideration are subjective.

The analyzed risks are organized into a risk table. The template for a

risk table is shown in Table 1.2.

'TABLE 1.2 RISK TABLE TEMPLATE

Chani fova e Proba Tmpact | RankLast: Action
i Y Wekkl
S b Weeks on

gt
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I11. Prioritize

After the risks have been organized into a risk table, the team
prioritzes the risks by ranking them. It is too costly and perhaps even
unnecessary to take action on every identified risk. Some of them
have a very low impact or a very low probability of occurring — or
both. Through the prioritization process, the team determines which

risks it will take action on.

The team sorts the list so that the high probability, high impact risks
percolate to the top of the table and the low-probability, low impact
risks drop to the bottom. If the team wused categorical values for
probability (e.g. very improbable, improbable, probable, or frequent)
and/or impact (e.g. negligible, marginal, critical, or catastrophic),
group consensus techniques may need to be wused to produce the risk

ranking.

If numerical values were given for probability (percentage) and
impact ~ (monetary), the risk exposure can be calculated. Risk

exposure is calculated as follows (Boehm, 1989):
Risk Exposure (RE) =P x C

Where P = probability of occurrence for a risk and C is impact of
the loss to the product should the risk occur. For example, if the
probability of a risk is 10 percent and the impact of the risk is
$10,000 the risk exposure = (0.1)($10,000) = $1,000. If RE is
calculated for each risk, the prioritization is based upon a numerical

ranking of the risk exposures.
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After he risks are prioritized, the team, led by the project manager,
defines a cut off line so that only the risks above the line are given
further attention. The activities of this “further attention” are to plan,
mitigate, monitor, and communicate. The lower ranked risks stay on

the table for the time being with no action other than monitoring.
IV. Plan

Risk management plans should be developed for each of the “above
the line” prioritized risks so that proactive action can take place.
These actions are documented in the Action column of the Risk
Table (Table 1.2). Following are some examples of the kinds of risk

planning actions that can take place:

e Information buying. Perceived risk can be reduced by obtaining
more information through investigation. For example, in a project in
which the use of a new technology has created risk, the team can

invest some money to learn about the technology.

Throw-away prototypes can be developed wusing the new technology
to educate some of the new technology and to assess the

fit of the new technology for the product.

e Contingency plans. A contingency plan is a plan that described what
to do if certain risks materialize. By planning ahead with such a plan,
you are prepared and have a strategy in place do deal with the issue.

e Risk reduction. For example. If the team in concerned that the use of
a new programming language may cause a schedule delay, the budget
might contain a line item entitled “potential schedule” to cover a
potential schedule slip, the financial risk to the organization is reduced.
Alternately, the team can plan to employ inspections to reduce the

risk of quality problems.
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e Risk acceptance. Sometimes the organization consciously choose
to live with the consequences of the risk (Hall, 1998) and the results

of the potential loss. In this case, no action is planned.

V. Mitigate

Related to risk planning, through risk mitigation, the team develops
strategies to reduce the possibility or the loss impact of a risk. Risk
mitigation produces a situation in which the risk items are eliminated
or otherwise resolved. These actions are documented in the Action
column of the Risk Table (Table 1.2). Some examples of risk

mitigation strategies are as follows:

Risk avoidance. When a lose-lose strategy is likely (Hall, 1998), the
team can opt to eliminate the risk. An example of risk avoidance
strategy is the team opting not to develop a product or a particularly
risky feature.

Risk protection. The organization can buy insurance to cover any
financial loss should the risk become reality. Alternately, a team
can employ fault-tolerance strategies, such as parallel processors, to

provide reliability insurance.

Risk planning and risk mitigation actions often come with an
associated cost. The team must do a cost/benefit analysis to decide
whether the benefits accrued by the risk management steps outweigh
the costs associated with implementing them. This calculation can

involve the calculation of risk leverage (Pfleeger, 1998).
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Risk Leverage = (risk exposure before reduction — risk exposure

after reduction)/cost of risk reduction

If risk leverage wvalue, rl, is <1, clearly the benefit of applying risk
reduction is not worth its cost. If rl is only slightly > 1, still the
benefit is very questionable, because these computations are based on
probabilistic estimates and not on actual data. Therefore, rl is usually
multiplied by a risk discount factor p <1. If p rl >1, then the benefit
of applying risk reduction is considered worth its cost. If the
discounted leveraged valued is not high enough to justify the action,
the team should look for other, less costly or more effective,

reduction techniques.
V1. Monitor

After risks are identified, analyzed, and prioritized and actions are
established, it is essential that the team regularly monitor the progress
of the product and the resolution of the risk items, taking corrective
action when necessary. This monitoring can be done as part of the
team project management activities or via explicit risk management

activities.
Often Teams Regularly Monitor Their “Top 10risks,”

Risks need to be revisited intervals for the team to
reevaluate each risk to determine when new circumstances caused its
probability and/ or impact to change. At each interval, some risks may

be added to the Ilist and others taken away. Risks need to be
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Reprioritized to see which are moved “above the line” and need to
have action plans and which move “below the line” and no longer
need action plans. A key to successful risk management is that
proactive  actions are owned by individuals and are  monitored.
(Larman, 2004)

As time passes and more is learned about the project, the information
gained over time may alter the risk  profile  considerably.
Additionally, time may make it possible to refine the risk into a set of more detailed
risks. These refined risks may be easier to mitigate,

monitor, and manage.
VII. Communicate

On-going and  effective = communication  between  management, the
development  team, marketing, and  customer  representatives  about
project risks is  essential for effective risk  management.  This
communication enables the sharing of all information and is the

cornerstone of effective risk management.
The Stakeholder of Risk Management
The three stakeholders are involved in risk management.

e The developer must systematically and continually enumerate all
the possible risks related to technical capability and making the
schedule.

e The manager must lead the team to follow the risk management
process to proactively manage the project risks. The manager must

also allocate resources for proactive risks management.
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e The customer must participate in the continual identification of

risks.

None of these stakeholders is empowered to manage business risks,
ie. what we called organization and managerial risks, and sales and
support risks in the “Risk Identification” section above. The kind of

risk must be managed by upper management and  marketing

department of the firm.
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MANAGING RISKS: CHALLENGES IN ADOPTION OF AGILE

SOFTWARE DEVELOPMENT APPROACH
CHAPTER -2

REVIEW OF LITERATURE

The experience reports from the wuse of agile methods, often written
by practitioners or consultants, have been predominantly  positive.
However,  academic  research on the  subject is  still  scarce
(Abrahamsson et al., 2002). Therefore there is little scientific proof
that would support many of the claims made by the agile community
(Mcbreen 2003, cited in Dyba & Dingsoyr, 2008).

Laanti et al. (2011) suggest, that the lack of research on the subject
stems from companies rarely having comparable data to explain the
impacts of agile methods before and after their adoption. Also, the
majority of existing research consists of qualitative case studies of
individual projects, and therefore the results are not very applicable
to wider contexts, and they also lack a broader scope (Laanti et al.,
2011).

Until 2008, Dyba and Dingsoyr had identified altogether 1996
studies on the subject of agile software development. Only 3 of
these  studies were empirical research that they  measured to
be acceptable enough in terms of relevance, rigour and credibility. It
seems as one of the research gaps in agile software development
research is also, that majority of empirical studies of sufficient

quality focus on evaluating a single process model, in most cases Xp.
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According to Dyba & Dingsoyr’s (2008) review, (76%) of the studies
were done in organizations wusing XP as their agile methodology.
Studies on agility in general seem to be the second popular theme in
literature with 15% of the studies, at least in academic context (Dyba
& Dingsoyr, 2008). Despite the popularity of Scrum, the authors

found only one case study prior to 2006 researching that method.

After reviewing the existing literature on agile software development,
Dyba and Dingsoyr (2008) consider that the state of research on agile
software  development being currently on a nascent state, which

suggests a need for exploratory qualitative studies.

A common argument is that agile methodologies are not suitable for
large organizational settings and in large teams (Cohen et al., 2004,
cited in Dyba & Dingsoyr, 2008). However, some studies have
suggested that agile can be very successful in large organizational
setting as well, as long as the organizational environment supports

agile adoption.

Lindvall et al. (2004) claim that failure to adopt agile successfully in
large  organizations is related to their complexity and  rigid
organizational structure. Laanti et al. (2011) note that agile adopters
are not often aware of what agility actually means, and how broad of
a change is actually required. Also, in large organizational settings
where complex software is produced, a holistic view on agility may
be needed; it is not enough to focus on team and project-level
dimensions only, as in a typical application of agile software methods
(Kettunen & Laanti, 2008).
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Lindvall et al. (2004) note that the challenge for large organizations
doesn’t necessarily lie in applying agile practices into a project, but
in integrating the agile project into it environment. There is a
possibility for conflict and double work, when agile practices interact
with traditional ones (Lindvall et al., 2004). Agile does not usually
thrive  in  large  teams, mostly  because it makes  face-to-face
communication challenging (Lindvall et al., 2004).

The main conclusion of Svensson Host’s (2005, cited in Dyba &
Dingsoyr, 2008) study was that the introduction process of agile
development was difficult due to the complexity of the organization.
The authors studied a large software development company that
introduced the XP development process to a pilot team, during a
period of eight months. As a result, they advise companies that are
introducing the XP process into the organization to set clear goals on
what to introduce, and communicate this clearly with the rest of the
company. Also, the companies should bear in mind, that the adoption
process should not be wunderestimated, because it takes time and
effort (Svensson & Host, 2005, cited in Dyba & Dingsoyr, 2008).

Lindvall et al. (2004) studied the experiences of agile software
development methods in large organizations. The authors conclude,
that based on the experiences in large organizations, agile methods
can be successful and especially in small, collocated teams (Lindvall
et al, 2004). The authors based their analysis on the experiences
shared by the Software Experience Center (SEC) member companies,
including ABB, Daimler- Chrysler, Motorola, and Nokia. The
representatives of  Nokia noted that small software  development
teams are more productive than large ones (Lindvall et al., 2004).
The notion of a small size team is also present | agile

philosophy. For example in Scrum, the maximum suggested team
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size is 9 individuals. This is also in order to ensure effective face-to-
face communication, which is also part of agile philosophy, defined
in the Agile Manifesto.

According to Boehm (2002), the scalability of the agile process
seems to be one of the limiting factors in the use of agile methods. As
the team size gets  bigger, communication through  documents
becomes easier than explaining everything, most probably various
times, to a larger number of people by face-to-face communication.

Bahli and zeid (2005) studied a Canadian Organization shifting from
a Waterfall process to XP, and got quite positive results in their
study. The developers found XP easy to use already after one week
of training. However, a development manager stated that the
adoption process itself wasn’t easy, since none of the developers had
prior experience on XP and it will take more work to master it
completely. The developers in this study also stated that they prefer
XP over Waterfall, calling the Ilatter and unpleasant experience”,
while XP was described to be “beneficial and a good move from the Management”.
However, the size of the organization is unknown,
since the company wanted to remain anonymous (Bahli & Zeid,
2005).

A study by Robinson and Sharp (2004, cited in Dyba & Dingsoyr,
2008) found that XP has the ability to thrive in very different kinds of
organizational settings. The study consisted of three case companies,
and factors of organizational type, size and structure as well as
physical and temporal settings varied significantly = between these
companies. The authors found out that despite the diversities in these
factors, XP was working well (Robinson & Sharp, 2004, cited in
Dyba & Dingsoyr, 2008).

MANAGING RISKS: CHALLENGES IN ADOPTION OF AGILE SOFTWARE DEVELOPMENT APPROACH
DR. SHABNAM ARORA - Ph. D in Computer Science

42


http://www.ijamsr.com/
https://doi.org/10.31426/ijamsr

e

—

fiausk  International Journal of Advanced Multidisciplinary Scientific Research
(IJAMSR) ISSN: 2581-4281
WWW.ijamsr.com CrossRef: https://doi.org/10.31426/ijamsr

Dyba and Dingsoyr (2008) conclude, that according to research they
analyzed in  their  review, XP  seems to  thrive in  very
different  organizational settings, for example in organizations that
varied from having a hierarchical structure to those that there was
little or no central control. Also customer involvement and physical
settings varied between the successful XP teams studied. In terms of
the adoption process, XP is found to difficult to introduce in a
complex  organization, but seemingly easy in  other types of
organizations. Also, many suitable for small teams than in larger ones (Dyba
& Dingsoyr, 2008).

Laanti et al. (2011) conducted a quantitative study on developer
perceptions about agile methodologies at Nokia. The data was collected using a
guestionnaire, and more than a 1000 respondents
from three different continents took part in the survey. Nine
statements on agile development were presented (see Table 2,
below), and a scale from 1 to 7 was used to collect the responses: (1

= totally disagree, 4 = neutral and 7 = totally aggress).

According to Laanti et al’s (2011) research, responses to only one of
the nine statements were below neutral (making work less hectic),
while all the other statements received positive responses on average.
The results revealed that most of the respondents agreed on all
accounts with the generally claimed benefits of agile, which include
higher  satisfaction, feeling of effectiveness, increased quality and
transparency, increased autonomy and happiness and earlier
detection of defects (Laanti et al., 2011).
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Laanti et al. (2011) also addressed the question of how much a
person’s  background, ie. the Ilength of experience on agile and
traditional ~methods, affects the perceptions on agile methodologies
and overall satisfaction of them. The second motivation for the study
was to figure out, how wuseful of a software development method

agile is from the practitioner’s point of view.

Laanti et al. (2011) identified respondents falling into groups for and
against agility. 65% of respondents would like to stay in the agile
development mode, as 6% would like to go back to a traditional way
of working instead. The rest of the respondents (27%) were neutral, mostly because
some of the population answering the survey did not

yet have experience on working in agile mode.

Laanti (2012) also studied the wellbeing in agile tams applying
mainly Scrum as their development methodology. The research was
conducted at Nokia, where 466 employees responded to an online
survey sent to 10000 employees, which was analyzed by using
guantitative methods. According to this study, 55% of respondents
were happy to work in an agile way, and only 12% would like to go
back to traditional way of working. Further, the study indicates that
agile practices might relieve people’s stress. 27% of respondents
stated that their stress level is better because of agile, while 15% said
that they feel worse. Rest of the respondents did not notice a direct
link between work mode and stress level, or felt that it has not

changed after the adoption of agile methodologies.

Mann and Maurer’s (2005) study on introducing Scrum into an
organizations detected that developer perceptions on agile
development were very positive as well. They perceived the Scrum

process being very beneficial, and in a questionnaire, every developer
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inside a Scrum team would recommend wusing Scrum in the future.
The closer relationship with the customer’s, as well as increased
communication with them was seen as a very positive thing and
giving confidence on being able to meet the customer’s needs better.
In addition, the developers were more satisfied with the quality of the

product created than in previous projects.

There has been some research on whether a person’s background or
personality traits have an impact on perceptions about agile. Laanti et al.
(2011) found out, that more than three years of experience on
traditional methods affected somewhat negatively towards perceiving
agile methods, and those people also found more difficult seeing the

benefits of it.

Korhonen (2010) also found a positive correlation  between the
engagement and contentment of agility and being able to perceive

improved quality of the products created.

Melnik and Maurer (2006) got similar results finding  moderate
positive  correlation  between the level of experience with agile
methods and the owverall job satisfaction. The study was a
comparative  survey  of  job  satisfaction. The study was a
comparative survey of job satisfaction among 448 IT employees,
using both agile and traditional development methods. The data was
analyzed using quantitative methods and respondents were recruited
via active newsgroups, mailing lists and Wikis specialized in software
engineering. The results also indicated that in there are twice as many
members working in agile teams who satisfied with their jobs,
satisfiers were ability to influence decisions that affect you, the
opportunity to work on interesting projects and the relationships with

the users (customers).
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Young et al. (2005, cited in Dyba & Dingsoyr, 2008) studied the role
of personality traits in agile software development teams. They used
a technique called “repertory grid analysis” to identify good (and
bad) characteristics for members in different roles in an XP
development team. They defined the characteristics of a “good” XP
team member as “analytical, with good interpersonal skills and a
passion for extending his knowledge base and passing this on to
others” (Young et al, 2005 «cited in Dyba & Dingsoy, 2008). In
regards to job satisfaction and wellbeing in agile development teams,

studies have yielded mainly positive results.

Mannaro et al. (2004) studied the job satisfaction among employees
in software companies, which used XP as an agile methodology to
those who didn’t apply agile development methods. The research was
conducted with a web bases questionnaire of 122 participants. The
results were very complementary towards XO and not that much
towards non-agile development. 95% of employees using XP were
satisfied with the current development methods and wanted to keep
using XP. In comparison, the satisfaction rate among employees that

were not applying agile methodologies was only 40%.

Mannaro et al. (2004) found out, that the employees who apply XP
practices have greater job satisfaction in a way that they feel job
environment is more comfortable and that their productivity is higher

compared to those using non-agile development process.

Syed-Abdullah et al. (2006) studied, if agile methods have any
distinct  effects on  wellbeing amongst people in agile software
development  teams. The  subjects of  research  were  software

engineering students, with a total population of 75 people, forming
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altogether 17 teams. Half of the teams developed software with an
agile  XP  methodology, and the other half with a plan-driven
methodology. The  research  methods used in the study were
quantitative and  qualitative in  nature, consisting of participative
observation, focus group interviews, close-ended questionnaires  and
simple statistical test (Syed- Abdullah et al., 2006). Wellbeing was
conceptualized in this study by examining factors of job related
anxiety, depression, contentment and enthusiasm. These factors were
measured by using a 12-items anxiety-contentment and depression-
enthusiasm scales developed by Warr (1990, cited in Syed-Abdullah
et al, 2006). The results of the study showed statistically no
significant  difference  between agile and plan-driven  development
teams, except with the level of enthusiasm. The agile methods (XP)
had a positive effect on the level of enthusiasm among developers,
meaning  the  feelings of enthusiasm, optimism and  cheerfulness

towards the project being developed (Syed-Abdullah et al., 2006).

After doing a comprehensive research of existing research on agile
development, Dyba and Dingsoyr (2008) conclude that developers
are  prevalently satisfied with agile methods, and the software
developers in companies that use XP as an agile method have
reported to be more satisfied with their job and with the products
developed as well (Dyba & Dingsoyr, 2008). The authors continue,
that whilst the effect on work practices and job satisfaction from the
use of agile or traditional methods is not thorough, some studies suggest that the
standardized work practices in agile development,
lead to greater job satisfaction (Dyba & Dingsyor, 2008). Person’s
background seems to have an impact on the perceptions and
contentment on agile methodologies (Laanti et al, 2011; Melnik &

Maurer, 2006). Contentment in agile seems to have an impact on
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being able to see the benfits of the methodologies as well (Korhonen
2010; Laanti et al., 2011).

The research on agile teams and productivity is still scarce, and
therefore it is difficult to draw conclusions, whether agile increases
productivity or not. Dyba and Dingsyor (2008) could identify only
four studies in their review, in which productivity of agile teams was
measured in quantitative methods. However, these studies had all an
inappropriate  recruitment  strategy, S0 unbiased comparison iS  not
ensured (Dyba & Dingsoyr 2008).

Ilieva et al. (2004,cited in Dyba & Dingsoyr, 2008) compared the
productivity of two similar projects, of which one used traditional
software development methods and the other XP. They measured the
productivity —of three iterations in each project and the results

indicated a 42% increase in productivity for the agile team.

A case study by Layman et al. (2004) compared an old product
release  developed  with  traditional methods to a new release
developed with agile methods. They discovered a 46% increase in
productivity for the new agile release compared to the old one.
However, in this case, the agile team members had more expertise in software
engineering and project management experience than the

traditional project team members (Dyba & Dingsoyr, 2008).

There are also number of studies that suggest that the subject of
the research themselves believe that agile methods lead to increasing
productivity (Dyba & Dingsyor, 2008). According to Melnik and
Maurer’s (2005, cited in Dyba & Dingsyor 2008) study of student
perceptions on agile, 78% of respondents believed strongly that using

XP improves productivity in small teams.
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This was also the case in Laanti’s (2012) research, where 64% out of
466 respondents felt that their performance had increased after taking
agile methods into use. The main finding of the study was that
developing  software at a  sustainable  pace leads to better
performance. Sustainable pace in development is one of the main
principles  of  the  agile: Agile  processes  promote  sustainable
development. The sponsors, developers, and users should be able to
maintain a constant pace indefinitely. In practice, this means working
in a constant flow and focusing on top priorities. This principle is
opposing  the  Waterfall-like  development  process where  working
overtime near deadline and resting after it is over, is usual (Laanti,
2012).

Contrary to these findings, a study by Wellington et at. (2005)
analyzing XP in the wuse of students, reported a 44% decrease in
productivity compared to a plan-driven team. Furthermore, Svensson
and Host (2005, cited in Dyba & Dingsoyr, 2008) found no evidence of change in
productivity after agile processes were introduced to a

company.

Some studies indicate that some agile practices require  skilled
individuals, in order for them to increase productivity, Melnik and
Maurer (2002, cited in Dyba & Dingsoyr, 2008) studied student
perceptions on XP. While most of the students noted that the skill
differences between him and his pair were quite significant, which
resulted in decreased productivity. Also, test driven development was
found to be difficult bt many students. The authors believe that this
is because writing the tests before designing, forces the students to
make design decisions early (Melnik and Maurer, 2002 cited in Dyba
& Dingsoyr, 2008),
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A study in Tessem (2003, cited in Dyba % Dingsoyr, 2008) of the
XP process, Indicates that it takes time to learn correct estimations.
At the beginning of the project, only one third of the user story
estimations were correct. Also, several study participants felt that
there was not enough discussion on design and  architecture
throughout the project (tessem 2003, cited in Dyba & Dingsoyr,
2008).

Dyba and Dingsoyr (2008) conclude these studies related to the
productivity of agile versus traditional teams, that three out of four
show that wusing XP results in increased productivity in terms of
LOC/h (lines of code per hour). Also developer’s perceptions on the impacts agile has
on productivity and performance seem to be mainly

positive.

A common statement made by the advocates of agile development is,
that agile processes lead to better quality in many ways. The
arguments supporting this are often related to the continuous testing
and integration of the code, instead of doing all of that at the end of
the project like in plan-driven methodologies (Nerur et al., 2005;
Schwaber et al., 2007; Leffingwell, 2011).

A comparative study by Huo et al. (2004) of quality assurance in a
Waterfall process compared to and agile process suggests, that the
frequency of quality assurance (QA) practices are higher in agile
processes. The conclusion could be drawn, therefore, that as code is

tested more often, it would lea to better quality as well.

Layman et al. (2004) conducted a longitudinal case study at an airline
company inside one software development team, and measured the
product quality before and after the XP methodology was adopted.

After the adoption process, a 65% improvement in prerelease quality
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and a 35% improvement in post-release quality were reported. In a
comparison of two similar projects, Ilieva et al. (2004, cited in Dyba
& Dingsoyr, 2008) found 13% fewer defects in the product (reported
by the customer or by the quality assurance team) in an XP project

that in a non-XP project.

Wellington et al. (2005) conducted a case study among university
students, majoring in  software  engineering. They  offered two
courses, one based on plan-driven methodology and one on agile
development, XP in particular. They found out, that compared to a
traditional team, the XP team’s code scored consistently better on the
quality metrics and that the quality of the code delivered was
significantly greater than that of a traditional team. However, in the
same study, both teams perceived that the plan-driven team had
created a better wuser interface in the product. Macias et al. (2003,
cited in Dyba & Dingsoyr, 2008) measured the quality of products
developed by 10 plan-driven and 10 XP teams and they found no

significant difference in results.

In addition to proving the increased quality in quantitative metrics,
according to some studies, developers perceive that quality has

improved after the adoption of agile methods.

Laanti et al., (2011) conducted an extensive quantitative survey study
across Nokia, with over 1000 respondents and a response rate of
33%. The aim of the study was to get an overview on practitioner’s
perceptions on agile development. The study reports positive results
on many accounts, including increased product quality (Laanti et al.,
2011).
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Fitzgerald (2000) reported that practitioners did not adopt formalized
methodologies in their in their prescribed form and only 6% of surveyed
organizations followed a methodology rigorously; practitioners
customized system development methodology in a pragmatic way
and methodology-in-action was uniquely enacted for each
development project. Similarly, Russo (1995) found that 85% of the
surveyed organizations adapted the system development
methodology on a project by project Dbasis; software professionals
view methodology as a general framework of phases or activities and
the decisions regarding what development activities to perform s
typically made at the project-team level.

Boehm and Turner (2003 and 2004) suggested that developers should
use risk assessment to find the “seep spot” for balancing agile and
plan-driven methods; an example of this type of method tailoring is
the combination of the ISO 9000 with the XP. Another way of
method tailoring is to select and combine agile practices suggested
by different agile methods. An example is the selection and
combination of XP and scrum practices to improve both the
development processes and to strengthen the project management at

Intel Shannon, in Ireland (Fitzgerald, Hartnett and Conboy, 2006).

Mannaro et al. (2004) conducted a web-based questionnaire of 122
respondents, among software companies that used XP method and in
companies that did not apply agile methods. The study reports that
76% of the people, who had applied XP in their work, believed that
XP has improved the quality of code (Mannaro et al., 2004).
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Korhonen (2010) studied, if people’s perceptions impacts of the agile
practices havinh on code quality were realistic, and the results were quite surprising.
The survey was conducted in a large, globally
disturbed telecommunications organizations, migrations from
traditional (Waterfall) development mode into agile. As survey was
conducted after 6 months of agile adoption, and it received 78
responses. Only 25% of agile adoption, and it received 78
responses. Only 25% of agile adopters believed that quality had
increased, in reality, the quality had improved and was visible in
defect data. Further, the study revealed that a  realistic perception of
the positive changes in the defect data coincided with positive

emotional engagement in agile transformation.

Robinson and Sharp's (2004) study seems strengthens the proof for
the previous statements. The authors drew a conclusion from their
study of three case organizations using XP, that agile development
teams have faith in their own abilities, show respect and
responsibility, establish trust and preserve the quality of working life.
Further, Laanti's  (2012)  quantitative research  study  at Nokia
indicated that the majority (71%) of respondents working in agile

teams feel their team is empowered.

Whitworth & Biddle's (2007) study of the motivation and cohesion
in agile teams brought up positive results as well. The research was
conducted by analyzing qualitative data, based on semi-structured
interviews with 22 participants working in different agile teams. All
but two had experience in working in non-agile teams before agile.
The participants were recruited through networking with members of

the agile software development community. They operated in variety of
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roles, including developers, designers, 44 project
managers, coaches and specialists. The researchers examined the
results by trying to point out characteristics that are related to team
cohesion. They found out, that the main value of agile methods in
supporting team cohesion and motivation was a collective team
culture. As a result of the agile planning in the beginning of a sprint,
as well as the iterative nature of agile software development, the
process was seen as stabile but at the same time complex, creative
and social problem-solving activity (Whitworth & Biddle 2007).

This kind of agile development process was seen to support and even
require  the  development of collective culture and  team-wide
communication, including effective feedback mechanisms in  order
for it to work properly (Whitworth & Biddle 2007). The results also
showed that self-efficacy was experienced highly by agile team
members. Self-efficacy means things such as effort or skill put into
the work and controllability or modifiability of one's environment
(Eby & Dobbins 1997, cited in Whitworth & Biddle 2007). Agile
practices, such as daily meetings, feedback, negotiation of a flexible
plan, continuous integration and testing were seen to increase
perceptions of self-efficacy and control within the team (Whitworth
& Biddle 2007). Being involved and aware of the project activities
supported the feelings of self-efficacy, whilst the team members that
were not clued to day-to-day activities  experienced  discomfort,
dissatisfaction and the absence of self-efficacy (Whitworth & Biddle 2007)

Therefore, although a team can be seemingly agile, by failing to
involve people in close communication can remove the cohesion of

agile teams.
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Despite these positive results, Wellington et al., (2005) study of team
cohesion in XP and plan-driven teams vyielded equal or higher scores
for every aspect of cohesion for the non-agile teams. The study was
conducted among students of two engineering courses, one teaching
XP and the other a plan-driven methodology. Both of the courses
formed a team of 14 to 16 students and they were given the same
problem statement to solve with a given methods. AIll in all, this
study of team cohesion did not find any improvement of cohesion in
the XP team (Wellington et al., 2005).

From their case study of three large companies, Karlstrom and
Runeson (2005, cited in Dyba & Dingsoyr, 2008) found out that XP
teams experienced improved communication within the team, but
that they were perceived by other teams as more isolated. Bahli and
Zeid (2005) examined knowledge sharing in XP team and a
traditional team, and found out that the creation of tacit knowledge

was improved as a result of frequent contacts and communication.

Lindvall et al, (2004) suggest that adding support for cross team
communication presents an important need for improvement in large
organizations,  particularly  prominent at Nokia. Large organizations
often distribute teams across several physical locations, which can
bring up challenges in close and effective communication, which is a

crucial part of a successful agile team (Lindvall et al,. 2004).

Studies of agile team dynamics, characteristics and communication
indicate that the successful agile teams are able to balance a high
level of individual autonomy with a high level of team autonomy and
corporate  responsibility. Team members in successful agile teams
have faith in their abilities and preserve the quality of their working

lives.
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Also good interpersonal skills and trust were found to be crucial
factors for a well functioning agile team (Dyba & Dingsoyr, 2008).
An agile teams usually experiences improved communication, but

might be isolated from other development teams.

Ceschi et al.  (2005) conducted a survey study for 20 project
managers in "software companies that were using plan-driven and
agile methods. They found out, that agile methods improved the
management of the development process as well as relationships with
the customer. The results indicate that agility creates increased
customer contact, which makes a high quality link between the
development team and the customer. Agile companies organize their
work in more releases and pay more attention to activity planning by
prioritizing essential work in each iteration. Managers in agile
companies are more satisfied with the way their projects are

organized than those in plan-driven companies (Ceschi et al., 2005).

Mann and Maurer (2005) did a case study, where they assessed the
variables of customer satisfaction and working overtime before and
after Scrum was introduced into a development team. The
guantitative  results of measuring working overtime indicated that
after the adoption of Scrum, working overtime had
decreased significantly. This means that the team was able to work fewer hours and
most probably at a
sustainable pace. At the same time, customer satisfaction had
increased as well. All of the three customers said they would
recommend using Scrum in the future, and were happy to be part of

the development process. The customers liked the fact that they were
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involved in Scrum meetings and found them to be beneficial. They
also felt that their respect towards the developers raised as well.
Before Scrum, they did not have an active role throughout the
process, and sometimes were not satisfied with what was produced.

Dagnino et al. (2004, cited in Dyba & Dingsoyr, 2008) compared the
use of an agile approach to a traditional one in two different
development projects. They noticed a higher customer satisfaction
with the agile team, because it was able to demonstrate business
value more quickly and more often than a traditional team. Also, the
customer was giving feedback throughout the agile development
process, and the agile team was able to incorporate changes

more easily because of the incremental development in short cycles.

Sillitti et al. (2005) also found similar results regarding customer
collaboration and relationships in agile companies. They interviewed
eight project managers from document driven companies and eight
working in agile ones. Sillitti et al. (2005) draw conclusions of the
results, that agile companies are more customer-centric and flexible
than document- driven ones. Agile companies also seem to have a
better  relationship  with  the  customer than  document-driven
companies (Sillitti et al. 2005).

However, a case study by Martin et al. (2004, cited in Dyba &
Dingsoyr, 2008) of three XP projects with on-site customers
indicated that in all three cases the customers were under stress. They
had to commit working long hours on the project even though they
were supported by various technical advisors and other personnel

inside the company.
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While there is Extensive literature on risk management, research in
relation to risk management in agile SD projects is non-existent. This
IS surprising considering how quickly agile methods are being
adopted in SD. Many books on agile methods "have remarkably little
to say about how a development team determines the risks it faces,
prioritises them or takes action to negate their effects” (Smith and
Pichler 2005).

Essentially, agile methods must "tailor  conventional risk
management approaches meant for years-long projects into a risk
driven agile iteration lasting only seven to thirty days” (Smith and Pichler 2005).
How agile projects go about doing this remains

unknown.

Agile models claim to be risk-driven (Beck, 2004) (EPF, 2007)
(Scrum, 2003). They state that their iterative approach enables
continuous attention to risks and that risks can be reduced by
practices such as continuous software integration and early testing
(Beck, 2004). In reality, however the agile development models
implement few risk management practices (Armenta and Gaono,
2008) (Bohner and Coram, 2005) (Sliger, 2006). Hence, there is
clearly a gap well worth investigating bearing in mind the fact that
risk management is considered best practice in contemporary

software engineering.
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MANAGING RISKS: CHALLENGES IN ADOPTION OF AGILE
SOFTWARE DEVELOPMENT APPROACH

CHAPTER -3

RESEARCH METHODOLOGY

The purpose of this chapter is to identify an appropriate research
methodology for our research objectives. Before going to the
selection of research methodology for individual research objectives,
we first provide a brief description of available research methods for
research projects in a software engineering setting (as presented by
Wohlin, and Creswell).

3.1 Research Methods

Most commonly used research methods in software engineering are
Literature review, survey, case study and experiment. Each research

method is used far different purposes according to researchers needs.
Literature Study:

The literature review is a research study which fulfills several
purposes. It helps in identifying others studies that are closely related
to study being reported, identify the gaps in present research work,
and in filling gaps and extending prior studies. It provides the
framework to search and identify the research study related to
particular topic. It also provides the benchmark for comparing the

results of the study with other studies.
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Survey

Surveys are typically used to perform backward- and/or a forward-
looking investigation. Surveys help in obtaining general findings for
a population by obtaining answered questionnaires from a
representative and unbiased sample. The data from surveys are
gathered from either interview and/or through questionnaires. Online
questionnaire is considered as the most efficient way of gathering
large data sets in short time, on the other hand interviews consume
time and money. Moreover, online questionnaires are able to reach
more potential respondents, given that the questionnaires can be
distributed  through  many  channels (e.g. e-mail, forums, and
communities). For example, Gorschek et al, they received more than

3000 answers for their questionnaire.
Case Studies:

Case studies are typically used to perform in-depth investigations of
a phenomena concentrating on a particular area, often conducted in
an industrial setting. The results of case studies are harder to generalize, often
context dependent and also can be used for
comparisons. The main advantage of case studies is that they provide
very rich and deep information. However, it is difficult to generalize

the findings to other settings and situations.
Experiments:

Experiments are  mainly carried when the investigations  state
variables are to be changed to make controlled study. The main
difference between an experiment and a case study is the definition
of state variables, i.e., the state variables in a case study cannot be

changed where as it is possible to manipulate the state variables in an
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experiment, which makes the experiment more suitable to investigate different set
of  state  variables.  That is, we are able to control
variables given that experiments take place in a laboratory setting.
This makes it possible to reduce the threat that other unknown
variables affect the outcome variables, other than the treatment

variables.
3.2 Research Method Selection

After performing a careful review of all the available research
methods, we have selected the following research methods for our

research objectives.

For research objective 1, we have selected Literature review.
Literature reviews are particularly wuseful to identify relevant
information with respect to a research question, avoiding to reinvent
the wheel and to be able to further built upon previous work. Given
that there are many literature reviews on agile practices available, we
conduct a tertiary literature review, i.e. a review of literature reviews.
With, that we identify the relevant studies that investigated agile
practices, and with that also have access to all the primary studies on

the topic.

The integrated model (as mentioned in research objective 2), has
been developed according to the empirical research process
following the inductive reasoning method. As depicted in Figure 3.1,
this process consists of the following four phases, Observation,

Pattern, Tentative hypothesis and Theory (Trochim, 2006).
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FIG. 3.1: EMPIRICAL
Research Phases

In the Observation phase the emphasis is on the collection of
empirical facts. When following the inductive approach this means
that one examines specific data, perhaps many pieces of specific
data, as a first step towards the creation of a general principle or
theory within the domain of study. In the next phase, Pattern, one
identifies patterns in the collected data to be further explored. It
involves identifying  regularities or relationships  between the facts
observed in the Observation phase. The Tentative Hypothesis phase
involves further exploration of the identified patterns by studying and
verifying them in new contexts. The aim is to specify a tentative
hypothesis that allows one to examine the premises for formulating a theory or
drawing  general  conclusions based on the findings made so
far. In the final phase, called Theory, one collects new empirical data
and examines whether the conclusions and theories as predicted by
the tentative hypothesis can be supported in the new data. One then
interprets the results to generate a theory or the statements to be
generalized, or identifies ideas for new hypotheses or research if
needed. Another round of the empirical process may therefore start

again to further develop and improve the results of this round.
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In addition to wusing an empirical research process based on inductive
reasoning, this study uses an explorative research approach. When
preparing a research project and deciding on the research approach,
one must also determine the epistemological status of the area of
research (Karlstrom, 2003).

If there is a low level of previous knowledge, an exploratory study is
probably the best selection. If a little more is known and a more
detailed result is required, a descriptive methodology might be the
better selection. If much is known and relationships are to be
confirmed, then an explanatory methodology is probably the best

selection.

What Karlstrom (2003) describes here is a research method staircase.
As the status of knowledge in a research area increases, one steps up
the staircase. Low levels of knowledge imply that the research
community must strive to explore and describe the fundamentals of the area of
study before examining the exact relationships between

elements of knowledge within it.

Considering the current status of knowledge about the integration of
risk management and agile models, suggests that our research be

initiated at the lower levels of the staircase.

From the point of view of the empirical research process, explorative
research means that variables and relationships among  variables
describing the problem cannot be determined beforehand. Hence, the
research question put forward in this thesis is not aimed at testing a
hypothesis as prescribed by the explanatory research approaches

using deductive reasoning (Trochim, 2006).
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On the other hand, on the basis of the results of exploratory or
descriptive research, a hypothesis could be specified afterwards
which can then be tested in another round of research. Descriptive
research stresses the description of an existing variable whereby the
relationships  between  variables are  subordinate,  whereas in
explorative research it is even more relaxed since the researcher has
only suppositions about the nature of the problem and therefore starts
with  identifying the variables. Both explorative and descriptive
research therefore addresses understanding the variables, before they

and their relationships can be explained (Karlstrom, 2003).

In other words, exploratory research can be considered a first step in
identifying and validating fundamental concepts. Hence, when initiating new
rounds of the  empirical  process, it may use either the
inductive or deductive approach depending on the status of the

results from the previous roun
3.3 Research Process

Our research process, its phases and their inherent steps are

illustrated in Figure 3.2.
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FIG. 3.2: RESEARCH PROCESS

MANAGING RISKS: CHALLENGES IN ADOPTION OF AGILE SOFTWARE DEVELOPMENT APPROACH
DR. SHABNAM ARORA - Ph. D in Computer Science

64


http://www.ijamsr.com/
https://doi.org/10.31426/ijamsr

e

—

fiausk  International Journal of Advanced Multidisciplinary Scientific Research
(IJAMSR) ISSN: 2581-4281
WWW.ijamsr.com CrossRef: https://doi.org/10.31426/ijamsr

3.3.1 Observation phase

According to  our  empirical-inductive  research  approach, the
Observation phase involves the collection and examination of
specific empirical facts within the domain of study. Hence, we
conducted a literature survey of the state of art and practice within risk
management and agile development. The goal was two-fold: (a)
to understand the fundamentals of each discipline, and (b) to

investigate the agile process from a risk management perspective.

As listed in the box of the Observation phase in Figure 3.2, it
consisted of three steps: (1) Study literature, (2) Create comparison
criteria, and (3) Compare agile and risk management models.

In the first step, we studied both disciplines. To achieve both breadth
and depth of the risk management discipline, we chose publications
of renowned industrial and academic institutions, including: (1)
international or organizational standards, such as the AS/NZS 4360
(Standards Australia, 2004), IEEE 1540 (IEEE 1540, 2001) and the Project
Management  Body of  Knowledge (PMI, 2004), (2) academic
and/or industrial models, for instance proposed by Boehm (1991),
Carr et al. (199,3) and Charette (1989), and (3) various investigations
made by individual practitioners, researchers or research groups, for
instance by Boehm and Turner (2005), Demarco (2004), Englund
(1997), Hulett (2001), Kontio (1999), Ropponen and Lyytinen
(2000), Westfall (2001) and Wiegers (1998). We did the same with
the agile discipline, where we studied well-known agile models, such
as eXtreme Programming (Beck, 2004), Lean Software Development
(Poppendieck, 2003), OpenUP (EPF, 2007) and Scrum (Schwaber
and Beedle, 2001) and their state of practice in depth.
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This literature survey helped us identify and establish fundamental
aspects of the two disciplines. We used the risk management aspects as criteria for
comparing the agile and risk management models in

the second step, Create comparison criteria.

Finally, in the third step, Compare agile and risk management
models, we analyzed the risk management and agile process models
using the fundamental risk management aspects as comparison
criteria. This helped us to identify gaps between the two disciplines
studied which recognized future research challenges. The specific
observations made regarding these gaps laid the basis not only for
further exploration of patterns in the next research phase, but also for

the entire thesis work.
3.3.2 Pattern phase

The second research phase, Pattern, involves identifying regularities
in the data collected and observed in the Observation phase to be
further explore. Hence, we moved from theoretical to industrial
studies by examining the problems identified in the literature in
industrial settings. The goal was to identify patterns describing a
typical manner of conducting agile development and risk

management in industry.

As depicted in Figure 3.2, the research in the Pattern phase was
carried out in two parallel paths, the Agile path and Risk management
path. We studied the agile and risk management process models
separately to establish their status in industry. It also included a
minor study of the information managed in both processes. The two paths were
however merged into one single path in  the third research
phase. Each path and the patterns established for each path are briefly

described below:-
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Agile path

The Agile Path consisted of the two sub-steps, (1) Establish state of
agile process practice and (2) Study management of software
requirement information (see steps listed in the Agile path box in
Figure 3.2). The goal was to establish patterns describing the state of
agile process practice and the information needed for communicating
information ~ about  software  requirements and their  implementation

within the development cycle.

In the first step of the agile path, Establish state of agile process
practice, we investigated the state of the agile process in three
Canadian software organizations. We did this by comparing the
industrial practice against a model that we synthesized from a set of
current agile process models. Our goal was threefold: (1) to identify
the state of industrial agile practice, (2) to compare it to the existing
agile process models, and (3) to find out how the industry has

approached both agile and heavyweight activities.

In this step, we first studied current agile process models. However,
we selected XP and Scrum because they were the most widely
accepted models and because they complement each other (Charette,
2001).  Together they constitute a comprehensive  framework

covering both the engineering and management process levels.

We then elicited the development activities and put them into a
synthesized agile process model. In doing this, however, we observed
that some customary development activities were missing. To ensure
the comprehensiveness of our synthesized model and to fulfill our
third goal, we complemented it with some heavyweight software

development activities taken from the standard software process
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model (IEEE 12207, 1998). In this way, we could enquire about their

applicability in an agile context.
Risk Management Path

The Risk Management Path consisted of two steps similar to those
taken in the Agile Path, (1) Establish state of risk management
process practice and (2) Study management of risk information. The
goal was to establish the state of risk management process practice
and to investigate the coverage and amount of risk information

managed and documented in traditional and agile environments.

In the first step, we investigated the status of the risk management in
37 software organizations. We did this by comparing the industrial
risk management models against a risk management process model
that we synthesized from a set of current risk management process
models, including the AS/NZS 4360 (Standards Australia, 2004),
IEEE 1540 (IEEE 1540, 2001), Project Management Body of Knowledge
(PMI, 2004) and the Software Risk Evaluation method
(Williams et al, 1999). It was created by studying renowned risk
management process models and standards and by synthesizing these
models into one common model. Our goal was twofold: (1) to find
out the status of risk management process in the industry today, and
(2) to evaluate standard process models against the industrial

practice.
3.3.3 Tentative Hypothesis Phase

The Tentative hypothesis phase involves further exploration of the
identified patterns by studying and verifying them in new contexts.
The aim is to specify a tentative hypothesis allowing one to examine

the premises for formulating a theory or drawing general conclusions
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based on the findings made so far. Hence, we explored the patterns
established regarding the agile and risk management state of practice
in the previous research phase, including the synthesized models and

templates, in new industrial contexts.

The results supported all the previous findings indicating a lack of
risk management in agile models. This allowed us to merge the Agile
and Risk management paths into one single research path and to
formulate a tentative hypothesis regarding the integration of the risk
management agile processes as a possible solution to address the

problems identified.

As depicted in Figure 3.2, the Tentative Hypothesis phase consisted
of three steps: (1) Establish state of process integration in practice,
(2) Elicit process integration criteria, and (3) Outline integrated

model.

As a result of the work conducted in this phase, we were able to
formulate a tentative hypothesis regarding integration as a solution to
the problems addressed, which was then evaluated in the fourth and

final research phase.

The tentative hypothesis was: Our proposal for integrating the risk
management and agile models is a valid solution for addressing the

lack of risk management in agile development.
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3.3.4 Theory Phase

The fourth and final research phase, called Theory, aims at
examining the premises for formulating a theory or drawing general
conclusions based on the findings made so far. This is realized by
collecting new empirical data and examining whether the conclusions
as predicted by the tentative hypothesis can be supported in the new
data.

As depicted in Figure 3.2, this phase consisted of three steps: (1)
evaluate the proposed model in industry, (2) identify improvements

to the model, and (3) establish a foundation for future work.
3.4 Questionnaire Design

It is known that the design of a survey instrument can affect the way
the interviewees respond and the way interviewers get an
understanding of the interviewees' domain (Biemer and Lyberg,
2004). To optimize the interview results, we made an effort to ensure
good questionnaire design. It included for instance considering the

following aspects:

Ordered Questions: We made the effort to assure that each question
transitioned smoothly from previous questions. Questionnaires that
jump from one unrelated topic to another feel disjointed and are not
likely to result in effective interviews. We also ordered questions
with respect to their ease of understanding. We first asked easy and
general questions, to be then followed by more detailed and complex
ones. This allowed the interviewers to follow up on interesting leads

and understand the domain from the interviewee's perspective.
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Used Cross-Checking Control Questions: To establish correctness of
the answers, we created several cross-checking questions in the

guestionnaires.

Provided Expected Answers. Semi-structured and open-ended
interviews can often lead to long discussions where it may difficult to
distinguish the actual answer to a question. They may also lead to
entirely  irrelevant  answers  if the interviewer does not  react
adequately. To prevent these situations from occurring, we inserted expected
answers in  the majority of the questionnaires.  This  helped
the interviewer keep the interview aligned with its objectives and to

conduct to more effective and efficient interviews.
3.5 Research Sampling

An important aspect of scientific research is sampling. To maintain
the wvalidity and the reliability one needs to consider the population

and the selection of study objects (Robson, 2002).

In order to find a representative sample in this research, we used
convenience  sampling.  Convenience  sampling means that the
selection of respondents from a population is based on easy

availability and accessibility (Robson, 2002).

The studied population is represented by totally 47 software
organizations selected based on criteria that categorized them into
certain types and sizes of businesses, certain types of software
projects. The interviewees representing the organizations studied, in
turn, were selected based on several criteria including minimum
experience of the agile and/or risk management processes and role.
The minimum requirements were that they were or had been

involved in at least one project using the agile and risk management
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processes in their organizations. They also represented different
roles, which resulted in valuable data representing complementary
perspectives of the development process (management, product owners, and
developers). Note that the criteria were used to target the
organizations and to restrict the population to be studied. It is in this
population that the sample was found. Eventually, the organizations
and individual interviewees w were randomly selected based on

convenience sampling from this population.
3.6 Validity & Reliability

Validity measures the accuracy of a study and its results (Robson,
2002). However, there exists no universal definition of wvalidity. Its
meaning differs depending on the discipline, school of thought,
research  tradition, values and beliefs (Kuhn, 1970) (Little, 1995)
(Longino, 1990).

Software  engineering is  multidisciplinary and hence influenced by
several  disciplines including logics, mathematics, engineering, social
sciences, psychology and business administration.  Consequently, this

has some particular consequences on the concept of validity.

However, Land (2006) argues that research in software engineering
typically focuses on the observation of aspects involving social and
psychological aspects in the real world rather than natural aspects. In
this respect, the degree of validity should be measured according to

the criteria that are found in the tradition of social sciences.

There are four types of validity often referred to be relevant in
software engineering research: construct validity, internal validity, external
validity  (generalizability) and  reliability  (Wohlin et al,
2003). They are briefly defined below:
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Construct Validity: ensures objectivity and that the data collected,
analyzed and wused reflects the phenomenon under study. It can be
achieved by triangulating data. Data triangulation involves collecting
data from several independent sources, for instance by interviewing
more than one individual and by combining different types of data,

for instance interviews and statistics (Yin, 2003).

Internal Validity: ensures that the conclusions of the study are
unbiased and based on accurate descriptions of the data. There are
several ways to increase internal validity. For instance, by letting a
respondent review the transcript of the interview ensures that the
responses have Dbeen wunderstood and interpreted correctly. Using a
combination of triangulation techniques also reduces the risk of
biased results. It could be achieved by combining data, method,

theory and/or observer triangulation (Yin, 2003).

External Validity: measures the degree to which results of a study
with a sample can be generalized to make statements about a much
larger population outside the study. To claim external validity also
requires that both construct and internal  validity  are achieved
(Maxwell, 1992).

Reliability: refers to the repeatability of the study (Robson, 2002).
Anybody should be able to follow the same procedure and arrive at the same
conclusions. This requires that the research method is

comprehensive and documented in detail (Yin, 2003).

Below, follows an evaluation of the degree of wvalidity that has been
achieved so far in the work of this thesis. Validity is evaluated
according to construct validity, internal validity external validity, and

reliability.
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Construct Validity: To ensure construct validity, data triangulation
has been applied during data collection. First, we have strived for
achieving construct validity by investigating data from several
independent sources. In the interviews, the data is represented by the
responses from 55 respondents. Second, by triangulating the data
resulting. from  both  literature  studies and interviews at large

contributes to overall construct validity.

We have also collected different types of data, including qualitative
and quantitative data. For instance, we looked for statistical figures

supporting the qualitatively observed data.

Internal Validity: Internal wvalidity can be claimed for several
reasons. We have applied several types of triangulation, including

data, method, observer and theory triangulation (Yin, 2003).

First, the accuracy of data has been ensured by data triangulation as
described under construct validity. The interviewees have also been
provided the opportunity to review and comment on the transcripts of

the data collected in interviews.

Second, method triangulation is applied by the use of various data
analysis methods. The qualitative approach is dominating but simple
forms of measurements have also been carried out, e.g. by analyzing
the number of organizations using certain risk management or
development activities and by comparing these numbers to the use of
these activities as prescribed by existing the risk management

standards and agile models.

External validity: The research is still ongoing. However, the
findings found so far should provide some useful guidelines for

various organizations aiming at introducing risk management and
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agile processes. At this stage, however, there is no formal foundation
for claiming general application of the integration of the risk

management and agile models.

Reliability: The research and the methods used in each step of the
research  were documented thoroughly in published research papers
and technical reports. These include descriptions of the problem(s)

addressed, purpose and goals, research method, and results.

Summing up, this thesis has strived for achieving construct validity,
internal  validity, external validity, and reliability as described above.
The state of the wvalidity could also be discussed by evaluating the
results according to Kuhn's (1970) five criteria for distinguishing
good scientific theory from bad scientific theory. The thesis at this
stage of research could be argued to address three out of five of
Kuhn's criteria including accuracy, consistency and scope. However, it still remains
to evaluate the criteria of simplicity and fruitfulness,

which only ca b answered by further validation.
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MANAGING RISKS: CHALLENGES IN ADOPTION OF AGILE
SOFTWARE DEVELOPMENT APPROACH

CHAPTER -4

EXISTING AGILE METHODS: AN ANALYSIS

Agile - devoting "the quality of being agile; readiness for motion;
nimbleness, activity, dexterity in motion" as mentioned in the Oxford
Dictionary - software development methods are attempting to offer
once again an answer to the eager business community asking for
lighter weight along with faster and nimbler software development
processes. To name a few of those developed: Adaptive Software
Development  (ASD), Agile  Modeling, Crystal Methods, @ Dynamic
System  Development, Lean Development and Scrum. All these
methodologies  acknowledged that high quality software and  more
importantly customer satisfaction could only be achieved by bringing
"lightness” to their processes. Some of the most used agile

methodologies are listed below.
4.1 Extreme Programming (XP)

Extreme programming (XP) has evolved from the problems caused
by the long development cycles of traditional development models.
The XP process can be characterized by short development cycles,
incremental planning, continuous feedback, reliance on
communication, and evolutionary design. With all the above
qualities, XP programmers respond to a changing environment with much more
courage. Further, according to Williams, XP team

members spend a few minutes on programming, few minutes on
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project management, few minutes on design, few minutes on
feedback, and a few minutes on team building many times each day.
The term ‘extreme’ comes from taking these common sense
principles and practices to extreme levels. A summary of XP terms

and practices is shown below:

e Planning - The programmer estimates the effort needed for
the implementation of customer stories and the customer decides
the scope and timing of releases based on estimates.

e Small/short releases - An application is developed in a series
of small, frequently updated versions. New versions are
released anywhere from daily to monthly.

e Metaphor -, The system is defined by a set of metaphors
between the easterner and the programmers which describes
how the system works.

e Simple Design — The emphasis is on designing the simplest
possible solution that is implemented and unnecessary
complexity and extra code are removed immediately.

e Refactoring - It involves restructuring the system by removing
duplication, improving communication, simplifying and
adding flexibility, but without changing the functionality of the
program

e Pair programming - All production code is written by two
programmers on one computer.

e Collective ownership — No single person owns or is
responsible for individual code segments rather anyone can
change any part of the code at any time.

e Continuous Integration - A new piece of code is integrated
with  the current system as soon as it is ready. When

integrating, the system is built again, and all tests must pass for
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the changes to be accepted.

e 40-hour week - No one can work two overtime weeks in a
row. A maximum of 40-hour working week otherwise it is
treated as a problem.

e On-site customer -- Customer must be available at all times
with the development team.

e Coding Standards - Coding rules exist and are followed by the

programmers so as to  bring  consistence  and improve

communication among the development team.

The lifecycle of an XP project, shown in Figure 4.1, is divided into
six phases: Exploration, Planning, Iterations to release, Production, Maintenance and
Death.

In the Exploration phase, the customer writes out the story cards they wish to be
included in their program. This leads to Planning phase where a priority order is set
to each user story and a schedule of the first release is developed. Next in the
Iterations to Release phase, the development team first iteration is to create a
system with the architecture of the whole system then continuously integrating and
testing their code. Extra testing and checking of the performance of
the system before the system can be released to the customer is done
in the Production phase. Postponed ideas and suggestions found in
this phase are documented for later implementation in the updated releases made in
the Maintenance phase. Finally the Death Phase is
near when the customer have no more stories to be implemented and
all the necessary documentation of the system is written as no more

changes to the architecture, design or code is made.
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FI1G.4.1: Lifecycle Of The XP Process
4.2 Scrum

Scrum is an iterative, incremental process for developing any product
or managing any work. Scrum concentrates on how the team
members should function in order to produce the system flexibility in
a constantly changing environment. At the end of every iteration it
produces a potential set of functionality. The term ‘scrum' originated

from a strategy in the game of rugby where it denotes “getting an
out-of-play ball back into the game™ with teamwork.

Scrum does not require or provide any specific software development
methods/practices to be wused. Instead, it requires certain management

practices and tools in different phases of Scrum to avoid the chaos by unpredictability
and complexity.

Key Scrum practices are discussed below and the Scrum process is
shown in Figure 4/2.
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Product Backlog: This is the prioritized list of all features and
changes that have yet to be made to the desired system by
multiple  actors, such as customers, marketing and sales and
project team. The Product Owner IS responsible for
maintaining the Product Backlog.

Sprints - Sprints are 30-days in length, it is the procedure of adapting to the
changing environmental variable (requirements, time, resources, knowledge,
technology etc.) and must  result in a potentially shippable increment of
software. The working tools of the team are Sprint Planning

Meetings, Sprint Backlog and Daily Scrum meetings.

Sprint  Planning Meeting: Sprint  planning meeting is  first
attended by the customers, users, management, Product owner
and Scrum Team where a set of goals and functionality are
decided on. Next the Scrum Master and the Scrum Team focus

on how the product is implemented during the Sprint.

Sprint Backlog - It is the Ilist of features that is currently
assigned to a particular Sprint. When all the features are completed a new

iteration of the system is delivered.

Daily Scrum - It is a daily meeting for approximately 15
minutes, which are organized to keep track of the progress of

the Scrum Team and address any obstacles faced by the team.
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Scrum: 15 minute daily meeting

. Teams member respond to basics:
1) What did you do since last Scrum
Meeting?

2) Do you have any obstacles?

3) What will you do before next
meeting?

Sprint Backlog: Jacklog
Feature(s) . items

assigned expanded
to cprint uy Learrn E @

New functionality
Is demonstrated
at end of sprint

Product Backiog.
Prioritized product features desired by the custorner

FIG. 4.2 Scrum Process

The Scrum process may change the job description and customs of
the Scrum project team considerably. For example, the project
manager, i.e. the Scrum Master, does no longer need to organize the
team, but the team organizes itself and makes decisions on what to do.
Ken Schwaber illustrates, "Most management is used to directing the
project, telling the team what to do and then ensuring they do it.
Scrum relies on self-organization, with the team deciding what to do
while  management runs interference and removes roadblocks".
Scrum has been successfully used over thousands of projects in 50

organizations producing significant productivity improvement.

Rising and Janof suggest that "Clearly, Scrum is not an approach for
large, complex team structures, but we found that even small,
isolated teams on'a large project could make use of some elements of
Scrum. This is true process diversity". Recently, efforts have been
made to combine XP practices with Scrum project management
framework to form an integrated package for software development

team. However, more study is needed to support this package.
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4.3 Feature Driven Development (FDD)

Feature Driven Development (FDD) was used for the first time in the
development of a large and complex banking application project in
the late 90's. Unlike the other methodologies, the FDD approach does not cover
the entire software development process, but rather

focuses on the design and building phases.

The first three phases are done at the beginning of the project. The
last two phases are the iterative part of the process which supports
the agile development with quick adaptations to late changes in
requirements and business needs. The FDD approach includes
frequent and tangible deliverables, along with accurate monitoring of
the progress of the report.

|
1
1
Develop Build a
Plan by Design by Build by
o) ] F
anMO\éeerla eﬁ:tres —> Feature —P Feature K Feature

FIG. 4.3: Feature Driven Development Process

Develop an Overall Model: A high level walkthrough of
the  system scope and its context is performed by the
domain expert to the  team members  and chief  architect.
Documented requirements such as use cases or functional specifications are

developed.
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Build a Features List: A categorized list of features to

support the requirements is produced.

Plan by Feature: The development team orders the feature
sets according to their priority and dependencies and
assigned to chief programmers. Furthermore, the classes
identified in the first phase are assigned to class owners
(individual'developers). Also schedule and milestones are

set for the feature sets.

Design by Feature & Build by Feature: Features are
selected from the feature set and feature teams needed to
develop these features are chosen by the class owners. The
design, by feature and build by feature are iterative
procedures  during  which  the  team produces  the  sequence
diagrams for  the assigned features. These diagrams are
passed on to the developers who implement the items
necessary to support the design for a particular feature.
There  can be multiple  feature  teams  concurrently  designing
and building their own set of features. The code developed
is then unit tested and inspected. After a successful
iteration, the completed features are promoted to the main
build.

3.4 Dynamic System Development Method (DSDM)

The DSDM, Dynamic System Development Method, was developed
in the United Kingdom in the mid- 1990. It is a blend of, and
extension  to, rapid application development  and Iterative
development practices. Martin Fowler, one of the writers of the Agile Manifesto,
believes, "DSDM is notable for matures much of the infrastructure of more

traditional methodologies, while following the principles of the agile methods
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approach”. The fundamental idea behind DSDM s to fix time and resources, and
then adjust the amount of functionality accordingly rather than fixing
the amount of functionality in a product, and then adjusting time
and resources to reach that functionality. DSDM consists of five phases
(Figure 4.4):
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FI1G.4.4: DSDM Process

Feasibility Study: In this phase a decision is made whether to
use DSDM or not. This is determined by judging him type of
project and, organizational and people issues. In addition, two
work products are produced; a feasibility report and an outline

plan for development.

Business Study: The recommended approach of this phase is to
organizec a workshop to help understand the business domain
of the project. The key outputs of this section are System

architecture definition and an Outline prototype plan.
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Functional  Model Iteration:  First iterative  phase.  This  phase
involves  analysis, coding and  prototypes. The  results  gained
from  these  prototypes are used in  improving the  analysis
models. The key output is a functional model which consists of the prototype code

analysis models.

Design and Build Iteration: the system is mainly built in this
phase.  The design and  function  prototypes are reviewed by
the users and  further  development is based on the users’

comments.

Implementation: In this final phase the system is handed over
to the users. Training is provided. User Manuals and a Project
Review Report. However, the DSDM iterative and incremental nature means that
maintenance can be viewed as continuing
development. Instead of finishing the project in one cycle, the
project can return to any of the phases, Design and Build
phase, Functional Model Iteration, or even Feasibility phase so

that previous step can be refined.

There are nine practices that define the ideology and the basis for all
activity in DSDM. Some of the underlying principles include active
user interaction, frequent deliveries, empowered teams, and testing
throughout the «cycle. There is an emphasis on high quality and
Adaptivity towards changing requirements. Like other agile methods,
DSDM approaches iterations as short time-boxed cycles of between

two and six weeks.
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4.5 Adaptive Software Development (ASD)

Adaptive  Software  Development (ASD), developed by James A.
Highsmith, offers an agile and adaptive approach to high-speed and
high-change software projects. It is not possible to plan successfully
in a fast moving and unpredictable business environment. In ASD,
the static plan-design life cycle is replaced by a dynamic speculate-
collaborate-learn life cycle.

ASD focal point is on three non-linear and overlapping phases
(Figure 4.5);

Speculate: To define the project mission, make clear the realization about what is

unclear.

Collaborate: Highlights the importance of teamwork for

developing high-change systems

Learn: This phase stresses the need to admit and react to
mistakes, and that requirement may well change during

development.
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Speculate

Collaborate

Learn

FIG. 4.5: ASD Lifecycle

Since outcomes are naturally unpredictable, Highsmith views
planning as paradox in an adaptive environment. Normally in
traditional planning when things do not go to plan it is seen as a
mistake  that should be corrected. @ However in an  adaptive

environment devialtions guide us towards the correct solutions.

ASD focuses more on the results and their quality than the tasks or the
process used for  producing the results. In an  unpredictable
environment you need people to collaborate in a certain manner to
deal with the uncertainty. Management is more about encouraging
communication rather than telling people what to do, so that more

creative answers are delivered.

In traditional predictive environment, designs have followed the same
way they were laid out, therefore learning is discouraged. Highsmith
points out, “In an adaptive environment, learning challenges all
stakeholders — developers and their customers — to examine their

assumptions and to use the results of each development cycle to

MANAGING RISKS: CHALLENGES IN ADOPTION OF AGILE SOFTWARE DEVELOPMENT APPROACH

DR. SHABNAM ARORA - Ph. D in Computer Science
87


http://www.ijamsr.com/
https://doi.org/10.31426/ijamsr

e

—

fiausk  International Journal of Advanced Multidisciplinary Scientific Research
(IJAMSR) ISSN: 2581-4281
WWW.ijamsr.com CrossRef: https://doi.org/10.31426/ijamsr

adapt the next”. As such, learning is a continuous and important
feature, one that assumes that plans and designs must change as

development proceeds.

ASD does not have detailed principles like XP, but rather it provides
a framework for how to encourage collaboration and learning within
the project. ASD is not presented as a methodology for doing
software project, but rather it is an approach or an attitude that must

be adopted by an organization when applying agile processes.
4.6 Agile Manifesto

On February 2001, seventeen representatives from the different agile
methods decided to form an Agile Alliance to better promote their
views and what emerged was the Agile ‘Software Development” Manifesto. Most of
the agile techniques have been used by
developers before the alliance, but it is not till after the alliance that

these techniques were grouped together into workable framework.

The focal wvalues honored by the agilists are presented in the

following:

Individuals and interactions over processes and tools Working
software over comprehensive documentation Customer
collaboration over contract negotiation Regarding to change over
following a plan. That is, while there is value in the items on the

right, we value the items on the left more.
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The 12 principles of the Agile Software development made by the
Agile Manifesto:

e Our highest priority is to satisfy the customer through early and
continuous delivery of valuable software.

e Welcome changing requirements, even late in  development.
Agile processes harness change for the customer’s competitive
advantage.

e Deliver working software frequently, from a couple of weeks to a
couple of months, with a preference to the shorter timescale.

e Business people and developers must work together daily
throughout the project.

e Build projects around motivated individuals. Give them the
environment and support they need, and trust them to get the
job done.

e The most efficient and effective method of conveying information
to and within a development team is face-to-face conversation.

e Working software is the primary measure of progress.

e Agile processes promote sustainable development. The sponsors,
developers, and users should be able to maintain a constant
pace indefinitely.

e Continuous attention to technical excellence and good design
enhances agility.

e Simplicity—the art of maximizing the amount of work not done--
is essential.

e The architectures, requirements, and designs emerge from
self-organizing teams.

e At regular intervals, the team reflects on how to become more

effective, then tunes and adjusts its behavior accordingly.
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4.7 General Features and Comparison of Agile Methodologies

Comparison often implies valuing one method over the other. In this
section Table 4.1 below discusses each method wusing three selected
aspects: key points, special features and identified weakness. Key
points detail the methods, principles, aspects or solution. Special
features  describe one or several aspects of the methods that
differentiate them from others. Finally, identified weakness relates to
some aspects of a method that have been documented in literature.

[ ™Methoa Key Points Special Identified

Name features weakness

ASD Adaptive Organizations ASD is more
culture, are seen as | about concepts
collaboration, | adaptive and culture than
mission- systems. the software
driven Creating an | practice
component emergent order

based iterative | out of a web of

development interconnected
individuals
DSDM Application of | First truly | While the
s ‘ controls to | agile software | method is
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RAD, use of

development | available, only
timeboxing method, use of | consortium
and prototyping, members have
empowered several user | access to white
DSDM teams. | roles papers dealing
“ambassador”, | with the actual
“visionary” use of  the
and “advisor” | method
XP Customer Refactoring - | While
driven the ongoing | individual
development, |redesign of the | practices are
small teams, | system to | suitable for
daily builds improve its | many g
performance situations,
and overall view &
responsiveness | management
too change practices are
given less
attention
SCRUM I‘nAdependent, | Enforce a | While Scrum‘!
small, self- | paradigm shift | details in
organizing from tile specific how to
|
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development

“defined and | manage the 30-
| teams, 30-day | repeatable” to | day release
release cycles. | the “new | cycle, the
| product integration and
development acceptance tests
view of | are not detailed
Scrum”™
VFDD e Five-step Method FDD focuses
o | process, simplicity, only on design
| obj éct- design and | and
oriented implement the | implementation.
component | system by | Needs other
| (i.e. feature) | features, object | supporting
based ‘modeling approaches.
i j‘d‘evelo‘pment.

Table 4.1: General Features of Agile Methods

In the software development viewpoint, ASD s

the most abstract

method. Its key goal “creating an emergent order out of a web” may

be  appealing, but practitioners

translating the methods new concept to their use.

practice-oriented  viewpoints. It

may  experience

contains a  number

difficulties in
XP  represents

of  empirically

validated practices found useful by developers. DSDM is
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differentiated from the other methods because of its wuse of
prototyping. Also DSDM  makes use of user roles such as

ambassadors, visionary and advisor that other methods do not use.

The drawback of wusing DSDM is that the need to belong to the
DSDM consortium in order to gain an access to the white papers
discussing different aspects of the method. FDD assumes that some work has
already been done with the project. Finally Scrum is a project
management  approach  that relies on  self-organizing  independent
teams implementing a software project in 30-day cycles called

sprints.

One of the main decisive issues in the different agile methods is the
size of the development team. XP and Scrum focus on small teams,
preferably less than 10 developers. FDD, ASD and DSDM claim to
be capable of up to 100 developers. However, when the development
team size gets larger, the amount of documentation is likely to
increase, thus making the project “less agile”. When the development
group exceeds 20 developers, agilists’ put a greater deal into solving
communication problems. As Alistair Cockburn states, “Good people

are key to success with big teams”.
4.8 Characteristics of Agile Methodologies

According to Highsmith and Cockburn, "what is new about agile
methods is not the practices they use, but their recognition of people
as the primary drivers of project success, coupled with an intense
focus on effectiveness and maneuverability. This vyields a new
combination of wvalues and principles that define an agile world

view."
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Highsmith  further transcribes from the book Agile Competitors and
Virtual Organizations the definition of agility: "Agility... is a
comprehensive response to the business challenges of profiting from
rapidly changing, continually fragmenting, global markets for high-
quality, high-performance, customer-configured goods and services."

The following principles of agile methodologies are seen as the main differences

between agile and heavyweight:

People Oriented: Agile methodologies consider people -
customers,  developers, stakeholders, and end users — as the
most important factor  of  software methodologies. As  Jim
Highsmith  and  Alistair ~ Cockburn  state, "The  most  important
implication for managers working in the agile manner is that it
places more emphasis on people factors in  the project:
amicability,  talent, skill, and  communication™. If the people
on the project are good enough, they can use almost any
process and accomplish their assignment. If they are not good enough, no process will

repair their inadequacy. As Highsmith highlights, "... people trump process... ".

Adaptive: The participants in an agile process are not afraid of change. Agilists
welcome changes at all stages of the
project. They view changes to the requirements as good things,
because they mean that the team has learned more about what

it will take to satisfy the market. Today the challenge has not stopped changing, but

rather determining how to better handle
changes that occur throughout a project. "External
Environment changes cause critical variations. Because we

cannot  eliminate  these  changes, driving down the cost of

responding to them is the only viable strategy".
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Conformance to Actual: Agile methodologies value
conforming to  the  actual results as  opposed to  conform
to the detailed plan. Highsmith states, "Agile projects are not
controlled by conformance to plan, but by conformance to the
business  value". Each iteration or  development cycle adds
business value to the ongoing product. For agilists, the
decision on whether business value has been added or not given by the developers

but instead by end users and
customers.
Balancing Flexibility and Planning: Plans are important,

but the problem is that software projects cannot be accurately
predicted far  into the  future,  because there are so  many
variables to take into account. A better planning strategy is to
make detailed plans for the next few weeks, very rough plans
for the next few months, and extremely crude plans beyond
that. In this view one of the main sources of complexity is the
irreversibility of decisions. If you can easily change your
decisions, this means it's less important to get them right -
which  makes your life much simpler. The consequence of
agile design is that designers need to think about how they can
avoid irreversibility in  their decisions. Rather than trying to get
the right decision now, look for a way to either put off the
decision until later or make the decision in such a way that you

will be able to reverse it later on without too much difficulty.

Empirical Process: Agile  methods  develop  software as an
empirical ~ (or  nonlinear)  process. In  engineering,  processes  are
either defined or empirically. In other words, defined process s
one that can be started and allowed to run to completion

producing the same results every time. In software
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development it cannot be considered a defined process
because too much change occurs during the time that the team
is developing the product. Laurie Williams states, "It is highly
unlikely  that any set of predefined steps will lead to a
desirable, predictable outcome because requirements change as technology

changes, people are added and taken off the team,
and so on".
Decentralized Approach: Integrating a decentralized

management  style can  severely impact a  software project
because it could save a lot of time than an autocratic
management "'process. Agile software development spreads  out
the decision making to the developers. This does not mean that
the developers take on the role of management. Management s
still needed to remove roadblocks standing in the way of
progress.  However,  management  recognizes the expertise of the
technical team to make technical decisions without their

permission.

Simplicity:  Agile teams always take the simplest path that s
consistent ~ with  their goals. Fowler states, "They (agile teams)
don't anticipate tomorrow's problems and try to defend against
them today”. The reason for simplicity is so that it will be easy
to change the design if needed at a later date. Never produce
more than  what is necessary and never produce  documents
attempting to  predict the future as  documents  will  become
outdated.  "The  larger the amount of documentation  becomes,
the more effort is needed to find the required information, and

the more effort is needed to keep the information up to date".
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Collaboration -  Agile  methods involve customer feedback on

a regular and frequent basis. The customer of the software works closely with the

development team, providing frequent
feedback  on  their  efforts. As  well, constant  collaboration
between agile team  members is  essential. Due to the
decentralized approach of the agile methods, collaboration
encourages discussion. As Martin Fowler describes, "Agile

teams cannot exist  with  occasional communication.  They  need

continuous access to business expertise”.

Small  Self-organizing teams - An agile team is a self
organizing team. Responsibilities are communicated to the
team as a whole, and the team determines the best way to
fulfill  them. Agile teams discuss and communicate together on
all aspects of the project. That is why agility works well in
small teams. As Alistair Cockburn and Jim Highsmith highlight, "Agile
development is more difficult with larger
teams. The average project has only nine people, within the
reach of more basic agile processes. Nevertheless, it s
interesting  to  occasionally  find  successful agile  projects  with

120 or even 250 people".
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MANAGING RISKS: CHALLENGES IN ADOPTION OF AGILE
SOFTWARE DEVELOPMENT APPROACH

CHAPTER -5

INTEGRATING RISK MANAGEMENT & AGILE PROCESSES

In this chapter, we outline a model integrating risk management and
agile development. To begin with, however, we examine the agile
processes from a risk management perspective to identify the risk
management aspects that are absent in the agile model. We do this by
using a set of fundamental risk management aspects as our
comparison criteria. We continue by proposing a model for
integrating the risk management and agile process models. It s
created based on the identification of integration points between the
two processes as excited from studies of the integration of agile and
risk management processes in the industry. Using this integration

model, we then outline the integrated model.
5.1 Comparison Of Risk Management And Agile Models

Effective risk management prevents the likelihood that undesirable
problems occur or it decreases the severity of their consequences,
should they occur (IEEE 1540, 2001). By identifying and attending to
risks, it aids in making informed decisions and taking appropriate
measures before risks become problems. Risk management
helps avoid problems, rework, disasters and it stimulates successful project
outcomes. For this reason, it should be an inherent component of

software development (Boehm, 1988
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Agile software development models claim to be risk-driven (Beck,
2004). They state that their iterative approach enables continuous
attention to risks throughout the whole development project. When
studying the agile and risk management processes, however, we have
found that the agile development models’ implement few risk

management practices.

Risk definition Template
Risk assessment Product status
Software lifecycle Environment
Stakeholders, roles and responsibilities Organization

| cSupporting tool/repository Measures

FIG. 5.1 Fundamental Risk Management Aspects

Extreme Programming claims to be model that addresses risk at all
levels of the development process (Beck, 2004). However, risk
management is not explicitly described anywhere in the XP model
There are no specific guidelines for managing risks or activities

describing how to identify, analyze and control them.

Scrum claims to be risk-driven because it is based on an iterative and
incremental approach enabling early and frequent feedback making it
possible to identify and reduce risk early (Schwaber and Beedle, 2001). In contrast to
XP, however, Scrum makes some explicit
statements about risk management during the development process.
In  Scrum, risk management is described as a part of the planning
phase, where it is stated that risk should be identified, assessed and
actions for controlling the identified risk defined (Scrum, 2003). The

risks should be listed and planned for when defining the project.
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However, it is not explained how these risk management tasks can be
carried out, and there are no precise guidelines for how to identify,

classify, assess or manage risks.

These are examples of some general observations of the state of risk
management in Scrum and XP. However, in order to more exactly
identify the aspects of risk management that are omitted requires a
more  systematic ~ examination of the agile models from a risk

management perspective.

To accomplish this, we conducted an in-depth study of risk
management standards and identified some fundamental aspects of
risk management that we use as our comparison criteria. They are the
following: (1) ‘'Risk definition, (2) Risk assessment, (3) Software
lifecycle, (4) Templates, (5) Tools/Repositories, (6)  Stakeholders,
roles and responsibilities (7) Product status, (8) Environment, (9)
Organization, and (10) Measures. Each aspect is listed in Figure 5.1

and briefly described below:-

Risk definition: Risk is defined as an event or a condition that may
affect the outcome of a project (IEEE 1540, 2001). It is characterized
by two distinctive elements: probability and impact (Boehm, 1991).
The probability defines the likelihood that a risk event may occur.
The impact defines the outcome of a risk. Risk can be either a loss or
a gain (an opportunity) (Standards Australia, 2004). A loss is an
unwanted or negative effect, whereas a gain is a positive or
progressive effect. In this comparison, we investigate whether and
how Scrum and XP define risk. A definition is a prerequisite for
defining the risk management process. It helps in understanding the

process and facilitates the comparison process.
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Risk Assessment: To make right and informed decisions, it is of
importance to correctly identify and analyze risks. Hence, one needs
to classify and assess them (Carr et al., 1993). Risk taxonomies
(classifications) help identify risks systematically and thereby
facilitate the analysis process (Williams et al., 1999). However, they
do not suffice for an exhaustive risk analysis. They need to be complemented
with various assessment properties (attributes) such as
Risk Probability, Risk, Impact, Risk Priority, Risk, Exposure, and the
like (Boehm, 1991). Values should be assigned to these attributes.
Due to the fact that risk assessment is subjective, it may be difficult
to assign relevant values (Williams et al., 1999).

Hence, guidelines for assessing risks in the form of various techniques
should be provided. Taxonomies, assessment attributes and
techniques greatly help organizations in planning various measures
such as designation of risk management, estimation of the mitigation
effort size, and identification of policies to guide them. We examine
if XP and Scrum specify risk taxonomies. We also examine if they

suggest attributes and techniques for assessing risks.

Software Lifecycle: Effort  spent  on mitigating risks  within
development may be wasted if one does not consider risks within the
whole  lifecycle  process  (IEEE 1540, 2001) (PMI, 2001). Risk
management activities may differ in various lifecycle processes. We
investigate whether the agile models studied cover risk management
within the total lifecycle process, what lifecycle processes they

approach and whether they provide guidelines for these processes.

Stakeholders, Roles and Responsibilities: Stakeholder roles are
individual roles or groups of roles who have a stake in or may be
impacted by a giv«n activity (IEEE 1540, 2001). Stakeholders can
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either be internal or external (Standards Australia, 2004). Internal
stakeholders include any management or technical roles participating
in a project, including project managers, developers, testers,
maintainers, product owners, business analysts and managers, quality
managers and support personnel. External stakeholders are other

roles, such as customers, contractors, suppliers and sponsors.

The coverage of stakeholder roles within risk management is very
important. It is only then one may be sure that all the risk sources and
targets have been identified and scrutinized from all possible
perspectives. Designation of roles is a prerequisite for defining risk
management  process and responsibilities  within  the process (IRM,
2002) (IEEE1540, 2001).

Supporting Tools/Repository: To enable effective risk information
management, analysis and tracking, organizations need repositories
(preferably electronic) for documenting risks and the risk
management process (IEEE 1540, 2001). They should also be able to
extract important experience and lessons learned which they may in
turn  use in  various  contexts, such as  process  assessment,
improvement, root cause analysis, resource assignment, and the like.
For this, they need experience base recording historical  risk
information. We investigate whether the agile models studied suggest
the use of tools and repositories for documenting risk management

information.

Template: A clfar, complete and correct risk description is an
important prerequisite  for its effective management (Carr et al. 1993)
(Hulett, 2001). To aid in maximizing the quality of the risk
information, one should provide guidelines for what information

should be managed during the risk management process (Williams et
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al., 1999).

Product Status: Instances of the risk management process vary
strongly with respect to the quality of the product, its life expectancy,
and life cycle stage (IEEE 1540, 2001). For this reason, risk
management models should consider the product aspects when managing risks.
Risk management may vary greatly in aged systems
whose quality is undermined, life expectancy is low, and the system

is close to retirement.

Environment: To implement risk management effectively, the team
should consider the project in its cultural, social, international,
political and physical contexts (PMI, 2004). Systems may be
developed in distributed and non-distributed environments. In a non-
distributed environment, the team(s) is (are) co-located and work(s)
together. The environment is 100% non-distributed if the customer is

internal.

Life cycle processes N———— m

Development, Evolution and 5 )
Maintenance processes ‘ Strategies, Contingency Plans, other
Risk management process t t t
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FIG. 5.2 Risk Management Processes
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Regarding the distributed environment, it can span from having to deal with only
external customers to having to deal with distributed
teams in different organizations and different countries, where
aspects such as culture can play a crucial role for the effectiveness
(Hofstede, 2003). Hence, the degree of distribution and its associated

risks should be considered in risk management.

Organization: To adopt a risk management program successfully,
factors  such  as  attitude towards risks, organizational maturity,
competency and training should be considered (PMI, 2004). It is
harder to implement risk management effectively in immature and
incompetent organizations or with risk averse attitude (Hulett, 2001).
Hence, all the stakeholders involved should acquire proper training in

the product they produce/acquire and the processes they use.

Measures: One of the main purposes of risk management is to
identify uncertainties and take action to either remove or transform
them into acceptable risks (Xu et al., 2005). For this, one needs a
portfolio of appropriate measures in place. Such a portfolio covers
processes, suggesting activities for attending to risks, resources
required for performing the processes and policies for ensuring that
procedures and strategies for conducting risk management are
defined and agreed upon (PMI, 2004).

The middle box in Figure 5.2 outlines a risk management process as covered by most
of the risk management examples and standards today, e.g. by the AS/NZS 4360
(2004), IEEE1540 (2001) and PMBoK
(2004). To provide wuseful feedback to the organization, the process
needs to be integrated with other organizational processes such as
various lifestyle and measurement processes and policy

management. These processes should continuously provide feedback
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on risks, their progress, resources used, effectiveness of the resources
and policies chosen, and plans for contingency readiness (Westfall,
2001). We investigate whether the models studied suggest risk
management processes and whether they, provide guidelines for resource
management, process measurement, policy management,

and integration with other processes.

The results of the comparison show that the agile models studied
make some assertions about risk management. However, they do not
provide any detailed suggestions for managing risks, thus leaving
many areas unattended. The comparison results for each risk
management aspect are listed and briefly discussed below. They are

summarized In Table 5.1.

Risk Definition: The definition of risk is the same risk
management and agile models. However, the recognition of risk as
an opportunity is not always as explicit in the risk management

standards as in the agile models.

Risk Assessment: Risk management is aimed at mitigating risks and
thus  provides  well  established  techniques  for  identifying  and
assessing risk. Scrum and XP do not provide any guidance at all. In
this respect, the agile models can learn from risk management models

to ensure effective risk management.

Software Lifecycle: None of the risk management models studied
encompasses management of risks within other software lifecycle
processes  than  development. The iterative, incremental and
evolutionary approach in agile development means that in each
iteration, enhancements, corrections and minor improvements are
being made in parallel. Hence, the agile models cover to some extent

development, enhancements and problem resolution in one and the
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same iteration. In this respect, one could argue that they encompass
other lifecycle processes than development. However, the
management of risk is not made an explicit part of the product
lifecycle. We Dbelieve that the agile approaches should consider risk

over the entire lifecycle.

Stakeholders, Roles And Responsibilities: Both XP and Scrum
suggest that the, team shares the responsibility for project success.
They do not, however suggest particular guidance for the roles that
might be relevant in the risk management process. In our opinion,
they should explicitly identify and recognize all the stakeholders,
roles and their responsibilities to ensure that all the risk sources and
targets have been identified and scrutinized from all possible

perspectives.

Template:  The agile models do not suggest templates  for
communicating information about risks and their  management,
despite the fact that high risk information quality is one of the most
important prerequisites for effective risk mitigation (Carr et al. 1993).
In our opinion, agile process models should be complemented with

guidance for what information to collect and how to structure it.

Supporting Repository/Tool: Neither Scrum nor XP prescribe any
recording of risk information. Generally, risk management models
advocate permanent storage, whereas agile models advocate
temporary one. Risk management models suggest a risk management
repository and experience base, supported by electronic tools. The
agile models, on the other hand, mainly prescribe the informative
workspace. From a risk management perspective, permanent
recording of risk information is the only way of assuring that all

important information is being remembered, paid heed to and that
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lessons learned can be  easily disseminated to  enable  process
improvement (IEEE 1540, 2001). In this respect, we suggest that agile
methods  should  consider the idea of permanent storage as a

compliment

Product Status: None of the agile models studied relates product
status to specific risk management measures. This is an important
factor to consider when tailoring the risk management process to specific
product status and allocating resources to it.

Environment: The agile models studied provide some practical
guidelines on the environmental aspects and physical context of
development that could be wused also for risk management, for
instance the XP practices of Sit together and Informative Workspace
(Beck, 2004). However, they do not consider distributed environments.
Agile development models have spread to distributed
environments, but more evidence is needed from a risk management

perspective.

Organization: Regarding guidance for managing organizational
issues such as attitudes, training, and maturity, XP provides relatively
detailed guidance on how to deal with teambuilding, training and
competence development, for instance by practices such as Whole
team and Pair Programming and by principles such as Diversity and
Failure (Beck, 2004).

We believe these could be useful also for risk management.
However, they do not address risk management in particular. Hence,
the agile models should be more active in recognizing the importance
of these organization issues also for risk management purposes. It
is only in this way, one may make sure that risk management is

implemented and run in an effective way.
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Measures: The risk management models studied suggest integration
of risk management with measurement processes. However, they do
not suggest any metrics or measurement models for actually
measuring risk management, nor do they provide guidance on how to

integrate the processes.

The agile models integrate measurement processes in their own
specific way. Scrum uses empirical process control, implying that
one continuously inspects the process. Hence, our conclusion is that agile models
seem to integrate measurement models. However,
concerning the integration with other organizational processes, such
as risk management, there are no guidelines. We suggest that the
agile models complement their models with suggestions for how to
integrate  with  other organizational processes to ensure useful and
valuable communication and feedback on the information needed in the

entire organization.

In addition, neither XP nor Scrum explicitly identifies various risk
management phases. We believe that this is a serious omission. A
phase such as the Risk Sign-Off phase is pivotal in making sure that
serious risks have been attended to. Lack of this aspect could also

lead to serious legal consequences.
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Table 5.1 Results of comparison of agile and risk management

models
Criteria Present Comment
Risk definition Yes Risk s also recognized as an opportunity.
Risk assessment No
Software lifecycle No
Stakeholders, Partly | The agile team shares the responsibility for the
roles and project success, but there is no recognition of

I its implications for the management of risk.
responsibilities

Templates No
Repository/tool No
Product status No
Environment Partly Although some guidelines are provided for

distributed agile projects, risk management
aspects are not included.

ization Partl The XP principles covers organizational
Organi y aspects on the individual and team level, but

not so much on the organizational level (e.g.
maturity) and risk management is not included.

{ y
iTvieasures . No

As summarized in Table 5.1, the results of this comparison of the
agile and risk management processes clearly indicate that agile
development models implement few risk management practices. One
can conclude that a lot remains to be done to make the agile models

more risk-driven.
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In the following, we will use these results and the fundamental risk
management aspects listed here as a starting point for reasoning
about the integration of the agile and risk management models. We start by
studying the possible ways of integration and then  continue
by proposing a model for integrating them.

5.2 Creation of Integration Model

By definition, an integrated process is "a series of interrelated
activities that share and exchange data to achieve a common
purpose™ (Byrnes, 2006).

Hence, in this context, integration is the activity of connecting the
agile and risk management processes and making them communicate
with each other to support the goal of organization-wide management

of risks in the agile process.

Integrating risk management with agile development requires the
integration of two different types of processes, management (risk
management) and engineering (agile). The process integration
endeavor has been undertaken before, for instance, within the
enterprise  architecture and  business  process modeling  fields
(Zachman, 1987). However, very little has been done regarding the
integration of processes from the two disciplines studied here, except
for a few attempts (Armenta and Gaono, 2008). More importantly,
there is no general integration method or process satisfying our
purposes. It has also been stated that the integration of management
and engineering processes needs further clarification (Chroust and

Hardt, 1996). For these reasons, we need to create our own integration model.
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By studying various agile process scenarios in  which risk
management was executed in the industry, we were able to identify
several integration points between the two processes. By integration
point, we mean anything that explicitly connects the two processes
and realizes an exchange Dbetween them supporting the risk

management goals of the organization.

Organizational Levels Communication
& Process Concerns Channels
Roles &
Responsibilities PrOCaSE rspeots

FIG. 5.3: Basic Process Integration Points Of
Integration Model

An integration point may involve (a) means of exchange, such as
people, tools and documents, (b) activities, such as communication,
and (c) cross organizational flows, such as process flows, work flows

and data flows.

Because there were no general models for integrating the processes
of interest here, we started with the most rudimentary set of
integration points as identified in our studies of integration in
the industry. Using them, we created a simple integration model
describing four basic integration points (see Figure 5.3). We callthem (1)
Organizational Levels and Process Phases, (2) Roles and Responsibilities, (3)

Communication Channels, and (4) Process Aspects.
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5.3 Integration Model

In this section, we describe the integration model. It consists of four
basic integration points. As shown in Figure 5.3, they are (1)
Organizational  Levels and  Process Phases, (2) Roles and
Responsibilities, (3)  Communication  Channels, and (4) Process
Aspects. Below, we briefly describe them and explain how we intend
them to be wused in the integration of the risk management and agile

processes.
5.3.1 Process Phases And Organizational Levels

A critical integration point involves the identification of when and
where risk management takes place in the development process. The
agile development process consists of several phases and it spans
over several organizational levels. By finding out where risk
management occurs clarifies the wvarious points of integration
between the two processes. Hence, one needs to map out where the
risk management takes place in the agile process. It is a prerequisite

for further integration.
5.3.2 Roles and Responsibilities

In the context of process integration, roles comprise a primary
crossing point for the exchange of information between the two
processes. According to standard risk management practice, risks
should also be owned by various roles to ensure that they are
effectively managed (PMI, 2004). Hence, to establish productive risk
management, one needs to identify appropriate roles and their
responsibilities in the integrated process. A role is not always
equivalent to one specific person. One person may have several roles

and one role may be assigned to several people.
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5.3.3 Communication Channels

Agile  development and risk  management are  communication
intensive  processes. The communication gets intensified if risks are
managed across the whole organization and several processes and process
phases. To achieve effective communication, one needs, designate appropriate
communication channels. Such channels, integrate the processes and their phases

by specifying the flow of communication on an organization-wide level.
5.3.4 Process Aspects

Processes are varied and dynamic. Their instances vary due to
many different factors affecting the process design. Hence, such
factors need be considered. In this integration model, they are
represented by the fundamental aspects of risk management listed in
Figure 5.1. Each of these determines the magnitude of risk
management required within the integrated process, thus aiding in
adapting an instance of the integrated model to the specific situation
at hand. Hence, they constitute guidelines for making decisions on
how to adapt the process according to the needs of risk management.
The following aspects should be considered when tailoring instances

of the integrated process:

Risk  Definition: constitutes a  control that there exists a
comprehensible risk definition to facilitate the communication of risk

within the organization.

Risk Assessment: defines a control that there are guidelines for

assessing risks effectively.

Software Lifecycle: defines a control for designating adequate risk
management activities according to the varying needs of different

software lifecycle phases.
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Stakeholders, Roles And Responsibilities: defines a control for
streamlining the degree of involvement of various stakeholders, roles
and their responsibilities as determined by factors such as project size

and project risk profile.

Supporting Tools/Repositories: constitutes as a control for considering
the need of tools to support effective communication of risk and risk

management within an organization.

Template: constitutes a control for identifying the degree of
formality of templates needed for recording risk and its management

effectively.

Product Status: defines a control for determining the amount of risk
management needed with respect to the product's quality, business

value and life expectancy.

Environment: constitutes a control for considering how to adopt
risk management with regard to the project's cultural, social, political

and physical context.

Organization:  defines a control for  considering  organizational
aspects such as people's attitudes  towards risk, organizational
maturity, competency and training and their impact on a risk

management program.

Measures: constitutes a control for determining the need for
integrating the risk management process with other organizational
processes, such as  measurement  processes, to  provide  useful

information and feedback to the organization.
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This summarizes our integration model and its four components. It is

used as a basis for outlining an integrated model described in the next
section.

5.4 Outline of Integrated Model

The integrated model is illustrated in Figure 5.4. Note that we use the
synthesized agile and risk management, models as the basic
constituents of the integrated model.
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Fig. 5.4: Intergrated Model

The integrated model manages all risks that are encountered within
the agile development process on an organization-wide basis. As
depicted in Figure 5.4, the agile process covers three main
development phases, Product Vision Planning, Product Roadmap

and Release Planning, and Implementation.
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Most of the risks undergo a complete risk management process
within these development phases as mapped out in Figure 5.4. The
risk ~management process consists of the six phases of Risk
Identification, Risk  Analysis, Risk  Management Planning, Risk
Monitoring and Control, Risk Sign-Off and Risk Post-Mortem
Analysis. Some of the risks, however, may not be fully managed or
mitigated within a single phase. In this case, they may have to be
transferred to the next phase, and/or get reported for an organizational
function called Risk Management Forum (RMF). This transfer is
represented by the double-edged arrows between the three agile
development phases and the box representing the RMF on the left-

hand side of Figure 5.4.

The Risk Management Forum is a function for coordinating risk
management across the organization. It manages any risks that
cannot be managed within a certain development phase and/or may
have an impact on other parts of the organization, and which promptly
have to be disseminated to all the concerned parties, for instance
other teams or organizational units. It consists of a cross-functional
group represented by the roles responsible for or concerned with or

otherwise capable of managing organizations-wide risks.

In the following, we provide a brief overview of the outline of the
integrated model. It is described according to the integration model and its four
integration points: (1) Process Phases and
Organizational Levels, (2) Roles and Responsibilities, (3)

Communication Channels, and (4) Process Aspects.
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5.4.2 Process Phases And Organizational Levels

The integrated model covers the entire agile development process.
This involves integration of risk management on two organizational
levels: the Business and Engineering. The Business Level consists of
the Product Vision Planning phase. The Engineering Level consists
of the Product Roadmap and Release Planning and Implementation
phases. The agile phases and the management of risks in each phase

are briefly outlined below:-

Product Vision Planning’. The Product Vision Planning phase is the
first phase in the synthesized agile model. It involves creating a
product vision plan describing the product goals, overall business and
product structure and return on investment. The resulting product
vision plan guides the work carried out in subsequent planning,
decision making, and development (Scrum, 2003). Risk management
within this phase mainly concerns the identification and analysis of

business related risks, such as budget and resource risks.

Product Roadmap and Release Planning: The Product Roadmap
and Release Planning phase is the second development phase in the
synthesized agile model. Here, one first creates a high-level roadmap
plan for the identified product releases, which one then regularly
revisits for more detailed planning before each release starts (Scrum,
2003). The risk management on the Product Roadmap and Release
Planning phase comprises risk identification, risk analysis and risk

action planning. It involves both business and technical risks.

Implementation: The third agile development phase is the Implementation
phase. In this phase, the team, product management
and  other relevant stakeholders meet to plan the work to be

conducted in the coming iteration. The plan is then executed in the
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iteration to deliver an increment of working product functionality
(Beck, 2004). Risk  management in the Implementation  phase
primarily covers the monitoring and controlling of the risks that has
been transferred in this phase from previous development phases.
New risks are also continuously identified, analyzed and planned for

during this phase. Risks are mainly of technical character.
5.4.3 Roles and Responsibilities

In the integrated model, we have identified several roles having
various  responsibilities  with  respect to risk management and its
communication within and between the various agile process phases.
Generally, however, the risks are owned by the roles in the phase
where the risk is originally identified. Below, we describe the roles

and their responsibilities:

RMF Members own all the organization-wide risks. Their main task
is to supervise and coordinate all the organization-wide risks and make
decisions on them. However, they may delegate their
management to other roles either within the Business or Engineering

levels or both.

Business Manager is responsible for managing risks at the Business
Level. This role owns all the risks relevant to this level. However, he
may delegate their management to the roles in the Product Roadmap
and Release Planning phase or Implementation phase. The choice
depends on the character of the risk and where in the organization, it
is most adequately  managed. However, he still keeps the  risk

ownership till the delegated risks get mitigated.
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Product Manager is responsible for all the risks managed in the
Product Roadmap and Release Planning phase. This role owns all
the risks relevant to this level. However, similar to the business
manager, he may delegate their management to other roles in the
organization, if needed. He still keeps the risk ownership till the

delegated risks get mitigated.

Team Leader and Team Members are responsible for managing
risks within the Implementation phase. The team leader supervises
the risk management within this phase. Usually, team members own
the risks that concern the development tasks assigned to them.
However, same as with the risk owners in the other phases, the team
may also delegate risks to others in the organization depending on the

risk and risk management needs.

5.4.5 Process Aspects

Our industrial study has helped us to identify the impact of Process
Aspects of the integrated model. This impact is materialized in the
following guidance for adapting risk management in the integrated

Process:

e Risk definition is a main prerequisite for identifying risks and
deciding when to use the risk management process to control risk: It
is of high relevance when making decisions on when to perform risk
management and when to incorporate risk management into software
development.

e Risk assessment results identify pertinent actions for performing
risk driven development: The risk classification and assessment
techniques are important for knowing when and how to manage risks
effectively in subsequent process phases. Hence, guidelines for

assessing risks are needed.
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« The product's  software lifecycle stage aids in  designating
appropriate risk management actions: The portfolio of risk types and
risk  management activities differs  considerably  depending on
whether a project concerns new development or maintenance of a
legacy system. In early lifecycle phases, the business risks often get a
higher priority value, for instance due to time-to-market concerns,
whereas technical risk may be of greater importance in the
maintenance phase. This means that the process is adapted with
regard to the prevailing risk types and their prioritization.

e Designation of and  coverage  of stakeholders, roles  and
responsibilities are determined by factors such as project risk profile,
project type and size: The coverage of stakeholder roles and the
degree of their involvement depends on the type of project, size, the
risk complexity, risk scope and the risk criticality. In small, agile
projects, too many roles managing minor risks can lead to too much
coordination and overhead. In more complex cases, one needs to
introduce more formality to make sure that that the risks get proper

attention

e The use of supporting tools and repositories is determined by
factors such as project risk profile, project type, project size and
team distribution: The relevance of tools and repositories when
adopting risk management depends on the size of the organization,

the project needs and the project risk profile.

e The degree of recording formality varies with respect to project risk
profile, project type, size, and team distribution: Templates provide
relevant support for describing and communicating risks. However,
the level of recording information in them varies with respect to

project type, project size, team distribution and risk severity. In agile
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projects tackling low severity risks, templates should always be kept
very simple. The degree of recording formality increases as soon as
the risk criticality and/or project or development organization grows.

e Product status, life expectancy and business value help determining
the amount of the risk management process needed: The amount of
attention put into the risk management process varies  greatly
depending on the product status, its life expectancy and business
value. For instance, systems close to retirement do not get as much
attention from the risk management perspective as systems that are
developed from scratch. The reason is that the risk and their criticality
generally vary with the status and the business value of the product.

e The environment and the project's physical context determine the
formality of the risk management process: Systems that are
developed in a non distributed environment where the team members
and the customer representative (product owner) are co-located and
work closely together do not generally need to coordinate risk
management in a formal way. However, if the organization is large or
on the way to expand, generally require a more formal and
conventional risk management process as distributed environments

will imply more coordination.

e Organizational maturity and training aids in adopting a risk
management program successfully: Organizational maturity, such as
people’s attitude towards risks, competency, and capability to
perform risk management are of relevance for successful adoption of
risk management. For instance, training should be part of the risk
management program in organizations where the risk management

awareness or knowledge is low.
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e Software development needs are integrated with other organizational
processes: The development and risk management processes need to be
integrated to provide useful feedback to the organization, especially

in larger organizations. Hence, one needs guidelines for making such
integration explicit.
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MANAGING RISKS: CHALLENGES IN ADOPTION OF AGILE
SOFTWARE DEVELOPMENT APPROACH

CHAPTER -6

CONCLUSIONS

6.1 Conclusion

This research was based on the concept of managing risk where the
researcher sought to discover the extent of risk management practices
in agile SD projects. This analysis involved a decomposition of the
primary elements of risk management, namely risk identification,

estimation and evaluation.

An analysis of the literature revealed little evidence on the extent of
the use of risk management practices in agile methods. However, it is
widely recognized that agile methods themselves were introduced to
combat well-known risks associated with SD project failures such as
scope creep, cost overruns and schedule pressures. Their wuse of
incremental development and active user involvement is an attempt

to combat such risks.

Controlling  risks, improves essential software development features
such as product quality, precision planning and cost-efficiency
(Englund, 1997) (Ropponen and Lyytinen, 2000). For this reason, the
inclusion of risk management in software development is an important factor
to consider if one wishes to achieve project success
(Kontio, 1999). Unfortunately, our research shows that many
software development models, both the traditional and agile ones, are

not well aligned with the risk management process practices.
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In this thesis, we have addressed this by outlining a model
specifically aimed at aligning the agile model with risk management.
This is accomplished by integrating the agile and risk management
processes. The proposed solution consists of an integration model, providing
guidelines for integrating the two processes and an
integrated model, that is, a reference model against which

organizations can compare their risk management practice.

In its current version, it is primarily targeted towards process
engineers and business developers or other roles involved in process

engineering and process improvement.

The results show that the model places risk management on specific
agile  development phases. The integrated model also  suggests
preliminary patterns for where and when risk management takes

place in the agile process.

Also, in contrast to other existing models for including risk
management in software development, such as the risk-driven spiral
model (Boehm, 1988) and the approaches suggested by for instance
Sliger (2006) and Li et al. (2006), our model recognizes risk
management in  development as an organization-wide activity. It
places risk management over the entire software development lifecycle and it
involves both the Business and Engineering
organizational levels. The RMF and the Communication Channels
add structure to the process and help coordinate and control the

organization-wide management of risks.

Furthermore, it makes explicit that different roles are responsible for
different types of risk as managed on different organizational levels
and in different process phases. Finally, the Process Aspects aid in

designing the instances of an integrated process with regard to the
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need of risk management, which is also relevant for reasoning about

agility.

The model is however still in its infancy. It needs to be further
elaborated and complemented with more details. Hence, the premises
presented herein must be further validated. Despite this, we believe
that it already provides (1) a platform for communicating about risk
management  within  agile development, (2) a reference model for
software organizations to examine their practices and see how they
compare to the integrated model, (3) a starting point for researchers
and industrial organizations to start defining their own integrated
development models, and (4) a foundation for future work.

Finally, regarding the aspect of agility the solution is intended to
maintain a level of agility adequate in the context at hand.
Essentially, agile development and risk management both aim at the
same thing that is, helping development teams to do the right things

in critical development situations.

Hence, they should not be in conflict with each other, With our
solution, we also argue that agility can be maintained and at the same

time support the goals and practices of risk management.
6.2 Scope for Further Research

While the research produced many interesting findings, there is much

scope for further research as follows:

e Given the diversity with which methods are adopted across
organizations, a large-scale quantitative study may identify more
generalisable themes regarding the adoption and deployment of risk

management practices across a large number of projects.
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A final potential area for further research may be a comparison
between the existing state of risk management in agile project
environments and traditional project environments. This form of

research  may produce interesting findings in relation to  risk
management maturity over time.
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